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Tém tét

Bai bao trinh bay khd ndng 4p dung phuong phép Cumulative Sum (CUSUM) nhdm phét hién tan céng
tuyén tinh trong trurdng hop phuong phap Kullback — Leibler (K-L) khéng phét hién duoc. Dé thuc hién muc
tiéu nay, ching téi da khdo sat nhadm tim ra cac ma trén tan cong tuyén tinh, ma véi ching phuong phép
phat hién K-L bj virgt qua, trong dai nguwbng phat hién tir 0 toi 176,76, voi dbi twong nghién ctru la qua trinh
trén nhiét trong cac nha may thuc phdm. Sau d6, cac ma tran tan céng tuyén tinh thu duoc da duoc st
dung dé tim nguéng phét hién cta phuong phédp CUSUM. Qua phén tich cac két qua thir nghiém trén di
liéu mé phéng, ching t6i xéc dinh dwoc dai ngudng thich hop dé phuong phap CUSUM phat hién duoc tan
céng tuyén tinh, khi phuong phép K-L bi vurot qua.

T khoa: Tan cong tuyén tinh, phwong phap CUSUM, phwong phap dd chénh Kullback — Leibler
Abstract

This paper presents the ability to apply the Cumulative Sum (CUSUM) method to detect linear attacks, in
case the Kullback—Leibler (K-L) method cannot detect. In order to do this, we investigated to find linear
attack matrices, for which the K-L method was surpassed in the range of detection threshold from O to
176.76 and applying for heat mixing process, which is used in food plants. Then, the found linear attack
matrices were used to find the detection threshold of the CUSUM method. By analyzing the tested results,
which is implemented on simulation data, we have determined a suitable range of threshold for CUSUM

method to detect linear attacks, when the K-L method is failed to detect.

Keywords: Linear attack, CUSUM method, Kullback—Leibler divergence method

1. Giéi thiéu

Céc hé thdng didu khién cong nghiép (tép trung
hodc phén tan) la cac hé thong dugc st dung dé giam
sat, diéu khién cac tram, hay nha may xi nghiép cong
nghiép v6i nhidu quy mé khac nhau. Dé thyc hién cac
chirc nang cta hé théng, viéc thu thap, truyén nhan va
kiém soat, dam bao tinh toan ven cua dit lidu 1a rat
quan trong.

Céc hé thong diéu khién cong nghiép de bi tan
cong phéi hop khong chi trén céc co so ha tang vat
chit ma con trén 16p truyén théng va trung tam diéu
khién, nhu minh hoa ¢ hinh 1 [1]. Trong d6 céc
phuong thirc tin cong & diém Al, A2, A3 la mot s6
thii doan tin cong nham vao 16p diéu khién giam sat,
thong qua viéc chiém quyén truy cip vao trung tdm
diéu khién tir cic tmg dung trén web server; lan
truyén virus pha hoai cdu hinh mang diéu khién, giam
sat cua nha may; A4 1a chiém quyén truy cp vao cac
kénh truyén thong giita trung tim diéu khién va cac
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tram; A5, A6 1 tAn cong vao lién két truyén thong
giita MTU va PLC /RTU; A7 1a tin cong dudng két
nbi mang giita nha may va nha thau; A8 1a tin cong
céc thiét bi dau cudi hién truong; A9 1a tan cong
dudng tin hiéu giri tir bo diéu khién cho cac thiét bi
truyén dong; A10 1a tin cong cac tin hi¢u phan hoi
duoc truyén tr cac bd cam bién dé didu khién;
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Hinh 1. Céac diém c6 kha nang bi tin cong trong hé
thong diéu khién phan tan cong nghiép

AO0 14 tan cong co hoc truc tiép vao céc thiét bi chip
hanh cua cac hé thong diéu khién cong nghiép. Vi
vay, cac nghién ctru ddm bdo an toan dir li¢u cho cac



Tap chi Khoa hoc va Céng nghé 145 (2020) 014-020

hé thdng diéu khién cong nghiép dang dwoc quan tim
16n. Co hai hudéng chinh, do la nghién cuu cac tha
doan tan cong moi nhim danh gia kha ning cua cac
phuong phap bao mat thong tin, va hudng nghién ciru
thar hai 1a tép trung xay dung cac phuong phap phat
hién dit liéu bi tan cong.

Theo hudng nghién ctru thi nhat, hién c6 thé
phan loai mot s6 phuong phép tan cong nhu tan cong
tir chdi dich vu — (Denial-Of-Service- DoS), tin cong
tinh toan ven dir li€u truyén nhén gitra cac lop, hoac
trong cac 16p mang cua hé thong diéu khién, bang cac
hinh thirc nhu 1am sai Iéch thong tin, chén thong tin
gia, ...[2]. Géan day, c6 cong bd vé phuong phap tin
cong tuyén tinh ciia nhom nghién ctru tai Pai hoc
Cong nghé Hong Koéng [3]. Py 1a phuong phap tin
cong vao tinh toan ven dit lidu & cip hién truong véi
d6 nguy hiém cao, tap trung vao diém tan cong A9 va
A10 (hinh 1). Loai tin cong ndy gay ra sai 1éch tin
hiéu 16n hon nhleu so v&i tan cong tir chbi dich vu va
mot s6 dang tin cong khac. Nhom nghién ctru da chi
ra rﬁng, mot s thuét toan phat hién tan cong nhu Chi-
squared, K-L hoan toan co thé bi vuot qua véi kiéu
tan cong nay [3], [4].

Huéng nghién ciru thir hai, vé dam bao an toan
thong tin, hién nhan dugc nhidu sy quan tim va co
nhidu cong trinh dwoc cong bd. Trong nude di co
nhém nghién ctu 4p dung phuong phap CUSUM
phat hién tin cong dot ngdt (surge attack), hay tin
cong phan cuc (bias attack) trén cac ddi twong mot
vao mot ra (SISO) [5]. Trén thé gi6i da 6 cong trinh
xdy dyng bd dir liéu mod phong chuin vé cac truong
hop bi tan cong lam sai léch dir lidu trong cic hé
thong mang cong nghiép [2]. Trén co so do, nhiéu
nhom nghién ctru quoc té da phat trién cac phuo‘ng
phap xtr Iy tin hi¢u nhim nang cao kha nang nhan biét
cac truong hop dit liéu bi tin cong. Mot s ki thuat
nhén dang dua trén hoc may, hoc sau da dugc cong
bd ¢ kha nang phat hién mét an toan dit liéu rét cao,
tai trén 99% [2].

Trong bai bdo nay, ching tdi trinh bay nghién
ciru kha nang ap dung phwong phap CUSUM phat
hién tdn cong tuyén tinh trong truong hop phuong
phap K-L khong phat hién dugc. Cac phan tiép theo
clia bai bao dwoc t6 chirc nhu sau: phan 2 trinh bay
khai lugc vé tin cong tuyén tinh va phuong phéap phat
hién K-L; phan 3 giéi thi¢u vé phuong phap phat hién
dir liéu bat thuong CUSUM; phan 4 gi6i thiéu mo
hinh mot hé théng diéu khién 1a dbi twong chiu tin
cong tuyén tinh; phan 5 phéan tich mot sd truong hop
ma phuong phap K-L bi vuot qua boi kiéu tdn cong
tuyen tinh, va xac dinh diéu kién dé phat hién duoc
kleu tan cong nay khi 4p dung phuong phap CUSUM;
cudi cung, trong phan 6 trinh bay mot s6 két luan va
hudng nghién ctru tiép theo.
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2. T4n cong tuyén tinh va phwong phap phat hién
K-L

Xét hé thong diéu khién véi diém chiu tan cong
tuyén tinh dugc moé ta nhu hinh 2, lam thay do6i dir
liéu truyen khong day tai dau ra clia cac cam bién.

B phat hién Tén cong
div ligu 16i hay khéng ?

Tén cong

] tuyén tinh
- Z
Yk
X i i | %,
Qua 2 " ~ Mang | Uéc lvong k
trinh Cam bién \ khéng day | tlr xa

Hinh 2. So d6 minh hoa vi tri chiu tin cong

tuyén tinh

Trong d6, phwong trinh mo ta tin hicu tai dau vao va

dau ra ciia cam bién viét dugc nhu trong (1) va (2) [4]
X, = Ax, + o, (1)

2)

¥, =Cx, +v,
voi:
x, € R" - vector bién trang thai ctia hé théng (tin hi¢u diu
vao clia cam bién)
Y, € R™ - vector tin hiéu & ddu ra ciia cam bién

o, e R",w, - N(0,0) - nhidu trang tac dong Ién bién
trang thai
v, € R",v, ~ N(0,R)-nhiéu tréng tac dong 1én cam bién

0 > 0; R > 0 - hiép phwong sai ciia nhiéu tring
X, - udc lugng trang thai ctia b udc lugng tir xa

AeR™,C e R™" - cac ma tran hé théng da biét

Gid trj céc ue lugng trang thai X, (khi khong bj tan
cong), X, (khi bi tn cong), dugc viét dudi dang [4]:

£ =A%, 3)
% =% +K, (v, -C%) “4)
trong do, K 1a ma tran h¢ 6 Kalman [4].

Truong hop khong bi tan cong, uéc luong sai
Iéch tin hiéu dau ra cia cam bién c6 thé viét nhu
trong (5):
2y =y ~ N(0:z)
2=CPC" + R;E[ 2.2/ |=0vi=]

—ka;zk

)

v6i R 1 ma tran hiép phuong sai cta nhidu trang, P
la woc luong hié¢p phuong sai (bien trang thai cua hé
thong) ¢ trang thai on dinh, E |:z, , z,’] la ky vong cac

thanh phan phan du z, [4].

Truong hop bi tdn cong, tin hiéu ra cua cam
bién bi thay d6i nhu mo ta trong cong thirc (6):
V=2, +CX,

(6)
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Cac tac gid trong [4] da nghién ctru kha nang tAn
cong tuyén tinh vugt qua phuong phéap phat hién sai
léch dir liéu K-L. PBay 1a mot phuwong phap phat hién
16i dugc danh gia cao, dwa trén nguyén tic tinh do
chénh giita hai chudi gia tri ngau nhién Zk va z.
Gia st f, (;()véfzk (;() 1a ham mat d¢ cta Z, va z,,

ta c6 do chénh D giira Zk va z;, nhu cong thuc (7).

N 1.
D(%1z)=] 1. (z)log%dz

Khi gi(f) chénh vugt ngudng, dit liéu duwoc danh
gia la bi tan cong lam sai 1éch gia tri, va nguoc lai,
nhu thé hién trong (8):

()

D(Ek I Zk) < & — khong bi tin cong

)

D(Z,11z,)> - bi tn cong
véi o 1a ngudng phat hién dat trude ciia phuong phap
K-L.

Theo [4], dudi tac dong cua tan cong tuyén tinh,
tin hi¢u cam bien y, bi bién doi thanh y, théa man
(6) va (9):

Z =Tz +b, ©)
voi T, e R™" - matran tan cong tuyén tinh
b, ~ N(0,I, ) - bién ngdu nhién dang Gaussian

Tén cong tuyén tinh s€ vugt qua phuong phap
phét hién K-L khi c¢6 thé xac dinh dugc 7,,T", thoa
man (10):
max Ir (f’k )

<

(Tesb)

(10)
D(Z, ||z, )<5.Vk

voi T r(fi ) 1a vét cia ma tran hiép phuong sai khi dir

lidu bi tAn cong. Trong d6 ma tran }N’k duoc tinh nhu
cong thuc (11) [4]:
B =AP A" +Q+KY, K" -PC'T'K" —~KT,CP (11)

Theo [4], ta c6 nghiém t6i da f}; cua (10), thoa man:

-1
z, = [z‘ —EKTKJ
y7j

(12)

voi o> 2min A

1<i<m

va A,4,,....4, lacéc gid tririéng cia K' KX

Theo quy hoach 16i Karush Kuhn Tucker, tir
(12), ta ¢6 moi quan hé gitta ngudng & va u:
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1 jeney m 1, |3
|l =Tr|Z7°%, ) -——+—=log—-0 |=0 13
{z(k)zz|zk| (42
Ma trén 7, théa man (10) duoc xdc dinh tir viée
giai phuong trinh t6i wu quy hoach 16i (14):
min Tr(CPPC'S™'T; )
()

S T (14)
k<0
T;{T 271
vama tran I, dugc xéc dinh tu mdi quan hé:
szik_TkznT (15)

Nhu vdy, véi mdi ngudng & cla phuong phap
K-L déu c6 thé tim ra cic ma tran tan cong 7,,T,.
Hay néi cach khéc, luon ton tai kha nang dé tin cong
tuyén tinh c6 thé vuot qua phuong phap phat hién sai
1&ch dir li¢u K-L.

3. Tong quan phwong phap CUSUM

Phuong phiap CUSUM c6 khac biét so voi
phuong phap K-L & diém 1a phuong phap nay ap
dung 1y thuyét Wald phan tich tinh bt thuong trong
dit lidu [6]. Day 1a co sé dé nghién ciru kha ning phat
hién tdn cong tuyén tinh ciia phwong phap CUSUM.

Sau khi thay ddi{x, ~ £ |

Php i

Ty 16 Log- Ky | \e Thoi gian k
Likelihood | Diém thay déi 9

Thoi gian k

. ; canh bao
min,; g S |

g, ATiéu chuan
k danh gia |

0 \‘K : e
ko! Potddotm TThoigiank

Hinh 3. Minh hoa phwong phap CUSUM phat hién
dir liu bi tan cong

Xét hé ngau nhién
X =[x, %,..x,] ~N(1X). Gia st khi chua bi tin
cong thi X ~N(u,%,)
X ~N(w2,). Y tuéng cua phuong phap CUSUM
la tinh dén ty 1€ thay doi thyc su S; (likelihood ratio

— LLR), (nhu dugc minh hoa ¢ Hinh 3), x4c dinh theo
cong thuc (16) [6]:

Truoe khi thay déi{x, ~ 7 |

R
Nguéng h & = (gk—l +Sk)

va khi bi tin cong thi
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Sl o b a(x)
S I

voi 6, 1a chi sd cac diém khi ¢ thay ddi bat thuong,

S, =In

(16)

6, la chi s6 cac diém khi khong c6 thay doi bit
thuong.

Theo cach dinh nghia, S;c6 xu huéng bién thién
don di€u khi khong c6 thay doi bat thuong trong tin
hiéu, va ddi chidu bién thién tai thoi diém xay ra thay
doi bt thudng.

Tiéu chudn dé xac dinh dir liéu co bi tan cong
hay khoéng dugc tinh nhu cong thic (17):

Jo (xk) '
gk [gkl + nfgu (Xk) B gO ( )
voi (x)+ = max(O,x) (18)

Theo phan bd chuin nhiéu chiéu (Multivariate
Gaussian Distribution), ta c¢6 hi€ép phuong sai khi
khong co tan cong:

PO (X) = P(X,,U,ZO)

1 (19)

n B 1 )
[E) (dets, ) 4 exp(—i(x— ) T (x— y)j
voi detX; la dinh thirc cia ma trdn X, dugc tinh
nhu cong thirc (20):

£,=2=CPC" +R (20)
Hiép phuong sai khi bi tn cong dugc viét dang:
P(X)=P(x,1,%))
(21)

1Y - 1 -
. (EJ (detz,) exp(—z(x— ) = (x- ﬂ)]
v6i detX,
nhu cong thirc (22):

S, =T ST +T,.

la dinh thrc cua ma tran X, duoc tinh
(22)

Va do d6, ty 1& thay dbi (LLR) tinh dugc theo cong
thire (23):
) = -2

11 detX,
Céc gia tri g, cua phuong phap CUSUM duoc xac

—H) (23

S =
2 detX, 2

dinh theo nguyén tic trong cong thirc (24):

g = g TS i.f & *+5,>0 24)
0 if g, +s,<0
Tur (24) va (18), ta co:
g, =max(0,g,_, +s,) (25)
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va thoi diém canh bdo tan cong 7, dugc xéc dinh tir
diéu kién:

T, =min(k:g, >h) (26)
Trong d6 h 1a ngudng phat hién tin cong (dat trudc)
theo phuong phap CUSUM.

4. P6i twgng md phéong

Trong bai bio nay, ching t6i xét mod hinh tong
quat cta qua trinh trén nhiét trong cdc nha may san
xudt thyc pham noi chung. So do cong nghé cua qua
trinh ndy dugc minh hoa nhu trong hinh 4.

Hinh 4. So db cong nghé hé théng binh tron nhiét

Ccv2
CV1 ET

R, T,
Nude néng Nudce bd sung

Hinh 5. So d6 don gian héa binh tron nhiét

Binh tr¢n nhiét

BT

Cac thong sb va cac bién qua trinh cia mé hinh
bao gom:
: luu lwgng ctia nuwde néng (m/h)
: luu luong ctia nudce bo sung (m*/h)
: luu luong ctia nudce sau tron (m3/h)
: nhiét d6 cua nudc nong (°C)
: nhiét d6 cua nude bo sung (°C)
: nhiét d¢ cua nudce trong binh tron (°C)

TN NN :

chiéu cao mirc nuéc binh tron nhiét;
Hyax = 2.8 (m)
: khéi luong riéng cua nudc; p=1000 (kg/m?)
- thé tich lugng nudce trong binh trdn nhiét
- chidu dai binh tron nhiét; L = 14,5 (m)
: ban kinh cta binh; R = 1,4 (m)

N <D

Nguyén ly hoat dong cta qua trinh 1 tron dong
nude nong qua van diéu khién CV1, SVI véi dong
nudc lanh qua van diéu khién CV2, SV2 dé nuéde
trong binh trén c6 nhiét 0 mong muén. Nudc tir binh
tron cAp toi cac ndi nau thong qua van CV3 va SV3.
Nhu vay, c6 thé don gian hoa cac thanh phan cua
binh trdn nhi¢t ma khong lam sai 1éch nguyén 1y hoat
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dong cia qua trinh da chon, ta c6 so dd binh tron
nhié¢t nhu minh hoa trong hinh 5.

Tur m6 hinh hoat dong cua hé théng da chon, ta
c6 bién thién muc nudc trong binh try tron nam
ngang co6 thé xac dinh theo cong thirc (27) [7]:

dH 1

= (A+h-F) @7)
v6i A=2L\|H(2R-H) (28)

Theo dinh luat bao toan ning lwong, bién thién
nhiét dd nudc trong binh tron nhiét co thé tinh theo
cong thuc:

dr,

dt
Tu (27) ta c6 phuong trinh sai phan ciia mirc nudc
trong binh:
Tu (30) va (32), ta co:

1
= AT+ AL -T.(F+F)] (29)

. 1 1 1
voi A=2LH(2R-H) 31)

Tur (29) ta c6 phuong trinh sai phan cua nhiét d¢ nudc
trong binh tron nhiét:

- T-T, T,-T, F
AT, =2 B3 AF + 23 AF, +—LAT,
4 Vv oV
_ _ (32)
F F+F,
AT - S AT,
pV p

v6i ky hiéu ngang trén (*) dé chi gi tri cua mot bién
tai diém lam viéc, ky hiéu (A*) biéu din bién chénh
1&ch so véi gia tri tai diém lam viéc.

-7 [0 0 L 1 L AF,
AH — —||AH A A AF, A
1= F +F, AT + = 7 7om |l AR + O AT, (33)
AT, oV Soleos Da T 0 = = AT,
o (1) v V] oul PV p
() i v

Do luu luong F, vanhiét do 7, , 7, la cac dai
luong nl}iéu qua trinh, gia st cac dai luong nay khong
thay d6i trong suot qua trinh trén tuc la:

F, =0; AT,=AT, =0, ta co:
x(t)=Ax(t)+Bu(t)

Gia sir rang hai bo cam bién LT va TT3 dugc st

dung dé do murc trong binh tron nhiét H(z) va nhiét do
trong binh tron T;(¢) . Ta c6 phuong trinh do:

By 1

-~
»(1) c x(t)
: tin hiéu do murc binh tron

(34)

(3%)

: tin hi€u do nhiét d¢ trong binh tron
Xét binh tron nhiét véi cac thong so:
E.. =160m" / h; H =0.5H T 80CT—37OC

T =39°C;F, F F 0.5F ;K =05K,=0.7

va chu ky léy mau T, =0.1s

Tur (34) va (35) ta c6 mo hinh trang thai lién tuc
mb ta ddi tuong

(36)
.~ |0 0 5 = |0.0308 0.0308
Vol A= 10”; B=

0 -0.396 -0.1573 3.2253
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Tu (36), chuyén sang dang gian doan, ta c6 md hinh
trang thai khong lién tuc cta doi tuong:
{xkﬂ = Ax, + Bu,

Vi =Cx, (37)

voi
1 0 0.0031 0.0031 | 05 0
0 1 -0.0157 0.3225/ 0 0.7

Do & day ta khong quan tam tin higu diéu khién,
gid st u, =0, doi tuong c6 thé mo6 td dudi dang
phuong trinh (1) va (2). Trong d6, cac ma trén hiép
phuong sai cua nhiéu trang dugc chon trong cac mod
phong cua chung t6i 1a:

_fos1 0 _R_1 0
1 o 0505 |0 08

5. Két qua md phéng va thio luin

Trong phan nay, chang ti thuc hién mé phong
dé danh gia kha nang ap dung phuong phap CUSUM
phat hién tan cong tuyén tinh vao d6i tuong duoc xay
dung trong phan 4. Trong d6, diém méu chdt 1a danh
gia kha ning ton tai ngudng 4 dé phuong phap van co
thé phat hién dir liéu bi tan cong khi phuong phép
K-L bi vuot qua.

Céc cong thire (12) va (13) cho biét méi quan hé
gitta 6 va u & phuong phap K-L. Chon cac ngudng
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& tatinh dugc g . Vé 1y thuyét, ngudng § >0, song
voéi gia tri 16n s€ lam giam do nhay cua phuong phap,
nguoc lai cdc gid tri qua nho s€ gia tang kha nang
canh bao nham. Trong bai bao nay, chung t61 xét mot
sO gia tri cila o trong pham vi & €[0; 176.76].

0=9, o0 = U,
0.1=4, 29813 =y,
1.0=4, 14850 =y,

5o 20=6, e 1.3005 =y
30= 5, 12290 = g,
4.0=0, 1.1862 =y
5.0=05, 1.1587 = 1,

176.76 = &, 1.0235 = 4,

Tur cac ma tran trang thai A, C cua dbi tuong va
cic ma tran nhidu gia dinh Q, R da thiét 1ap duoc
trong phan 4, giai hé t6i uvu (14) bang CVX toolbox
trong matlab, va tu (15) ta thu dugc cac ma tran tham
s6 cua tan cong tuyén tinh T+T,;,,+T,,. Voi

k7>
c4dc ma tran nay, tan cong tuyen tlnh Vuo*t qua phuorng
phap phét hién K-L. Dé kiém tra sy sai khac giita tin
hiéu khi khong bi tin ~cong voi khi bi tan cong tuyén
tinh, chung toi tinh vét cua cac ma tran hiép phuong

sai T r(lz;{) nhu minh hoa trong hinh 6.

Ma tran Hiep phuong sai khi bi tan cong tuyen tinh

-
=]
(=]

Kalman filter covariance (no attack)
—%— Worst-case Attack Covariance (delta =0.0)
—&— Worst-case Altack Covariance (delta=0.1)
Worst-case Attack Covariance (delta=1.0)
—i5— Worst-case Attack Covariance (delta=2.0)
——d— \Norst-case Attack Covariance (delta = 3.0)
Worst-case Attack Covariance (delta = 4.0)
—&— Worst-case Attack Covariance (delta =5.0)

[
(=]

[=2]
=}

B
(=]

Trace ma tran hiep phuong sai
a8}
(=}

(=]
[=1
o

10 15
Thoi gian (giay)

20 25

Hinh 6. Vé,t cua ma tran hi¢p phuong sai khi bi
tan cong tuyén tinh

) Két qua m(‘)’phéng trong hinh 6 cho thdy, ban
déu khi chwa bi tan cong, trong khoang thoi gian [0;
19s], vét cua ma tran hiép phuong sai xap xi 2. Khi
xudt hién tin cong tuyén tinh, hi¢p phuwong sai wéc
lwong hé théng T r(Pk) tang vot, thé hién sy sai khac
16n giita tin hiéu trude va sau khi bi tin cong. Trong
khi do, véi cac ma tran 7, ,I", da chon, phuong phép
K-L, véi cac nguong o tuong u’ng, khong phat hién
dugc sy thay d6i cua tin hiéu do tan cong tuyén tinh
gdy ra. Can nhn manh ring, voi mdi ngudng & cho
trude, ludn xac dinh dugc mot bd tham s6 T, v
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I, cua tan cong tuyén tinh dé né vuot qua phuong
phép phat hién K-L.

Sau d6, ching t6i sit dung bd cdc ma tran tn
cong tuyén tinh T, +T,,;[,,+,,dd vuot qua
phuong phap K-L, xét trén dbi tuong da 1ap & phan 4,
nhim danh gia kha ‘nang phat hién cua phuong phap
CUSUM. Trudc hét ching t6i xét truong hop tan
cong tuyén tinh vugt qua phuong phap K-L ¢ ngudng

thép 5 =6, =0.1.

5 a) Chuoi so lieu phan du zrk sau bo uoc luong tu xa (bo loc Kalman)

phan du zrk muc nuoc
phan du zrk nhiet do nuoc binh tron

0 100 400 500 600
Thoi gian (s)
b) Ket qua do tim voinguong h=3.4: Ta=542vanu=1

Bien do phan du

200 300 700 800 900 1000

w
T
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Thoi diem canh bae tan cong

=]
T

Dac tinh gk

3]
T

A
1

N L Ak L
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Hinh 7. Kha ning phét hién tan cong tuyén tinh bang
phuong phap CUSUM khi K-L bi vuot qua véi

ngudng 6 =0.1

Béng cac ma tran 7,,I", d3 x4c dinh vuot qua
phuong phap K-L, xay dung bd dir li¢u gia lap co tn
cong tuyén tinh xay ra trong khoang thoi gian tir 500s
dén 700s; chon ngudng phat hién cua phuong phap
CUSUM h =3.4, ap dung cac cong thuc (20, 22, 23,
25, 26) tinh thoi diém canh bao tan cong T, » thu dugc
két qua mo phong nhu trong hinh 7. Két qua mo
phong cho thiy, trong khoang thoi gian xay ra tan
cong tuyén tinh da gia 1ap, phuong phap CUSUM da
phat hién ra loai tin cdéng nay tai thoi diém

T, =542s.

Ap dung céc tinh toan tuong tu, ta cé thé chon
dugc cac gia tri nguong i khac, ma voi chung
CUSUM vén phat hién dugc tin cong tuyén tinh. Mot
s6 két qua tinh 4 dugc thong ké trong bang 1. Vi gia
thiét tin cong tuyén tinh duoc thyc hién trong khoang
thoi gian 500 + 700s da chon, két qua lya chon cho
thay, phuong phiap CUSUM da phat hién tan cong
tuyén tinh voi ngudng A nam trong khoang

he[3.4;15.4].

Tién hanh twong ty cho cac ngudng & (cta
phuong phap K-L) 16n hon, chung t6i tim dugc cac
khoang gid tri khac cua ngudng £ dé CUSUM co thé
phat hién ra tin cong tuyen tinh khi K-L bi vuot qua.
Bang 2 thé hién mot s6 két qua nay.
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Béang 1. Kha nang phat hién cia CUSUM v6id =0.1

) h T, nu H T, nu
32 51 1 13 583 1
34 542 1 14 607 1
0.1 4 585 1 14.5 660 1
10 566 1 15.4 617 1
12 572 1 15.5 0 0

Bang 2. Ngudng phat hién tin cong tuyén tinh cua
CUSUM khi K-L bi vuot qua

Ngudng o, Ngudng h, phat hién tan cong
PP K-L tuyén tinh bing PP Cusum
hmm hmax
0.1 34 15.4
1.0 43 165
2.0 4.5 190
3.0 3.9 386
4.0 4.5 805
5.0 4 957
176.76 0.4 35471
5
176.76 T
1 "aa
2.0 y
0.1 j !
0.4 34 45 154190 35471

Hinh 8. Kha ning phat hién tdn cong tuyén tinh bang
phuong phap CUSUM

Céc két qua trong bang 2 dwoc lién tuc hoa dudi
dang d6 thi trong hinh 8. M6i quan hé giita h va § ¢o
thé chia lam 3 ving; trong d6 ving II 1a tdp hop cac
gia tri & ma phuong phap CUSUM phat hién dugce tan
cong tuyén tinh. Dic biét v6i cac gid tri
he[4.5;15.4] (ndm trong mién chit nhat giira ving
IT), phuong phap CUSUM luén phat hién tin cong
tuyén tinh, khi phuong phap do chénh K-L bi vuot
qua véi moi gid tri J € [0 1;176. 76] Vung [ va III 1a
ving ma cac gia tri A & do6 sé khlen phuong phap
CUSUM khéng phat hién dugc tan cong tuyén tinh
(trong truong hop K-L bi vuot qua).

Nhu vy, tuong tmg véi mdi gid tri ngudng &
cua phuong phap d9 chénh K-L ma tan cong tuyén
tinh vuot qua, ta thdy kha ning ton tai mot khoang

20

ngudng h dé phat hién tin cong tuyén tinh bing
phuong phap CUSUM. Két qua trong hinh 8 thé hién
kha nang thyc té c6 thé chon mot ngudng A thich hop
dé CUSUM phat hién dugc tan cong tuyén tinh trong
moi truong hop K-L bi vugt qua.

6. Két luan va huéng nghién ciru tiép theo

Céc phan tich trong bai da chi ra rang ludn ton
tai mot Khoang gia tri ngudng 4 trong phwong phap
CUSUM ma voi cac gia tri do thi co thé phat hién
dugc tin cong tuyén tinh, khi né vuot qua phuong
phap do chénh Kullback — Leibler. Day la két qua
tiém nang dé co thé xay dung duoc mbi lién hé tong
quat gilta cac ngudng dat cua hai ky thuat nay. Pong
thoi chi ra ring, c6 thé st dung phuong phap
CUSUM nhu mdt ting phat hién phia sau trong chudi
cac ky thuat dugc ap dung dé dam bao tinh toan ven
dir lidu cua cac hé thong diéu khién cong nghiép.

Trong cac nghién ctru tiép theo, ching t6i s&
trién khai phuong phap CUSUM m¢ rong va mot 50
phuong phap phat hién tan cong tinh toan ven dir liéu

khac, dé danh gia cu thé hon kha ning phat hién loai
tan cong tuyen tinh nay.
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