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Tém tat

Hé mat Omura-Massey la mét hé méat khoa bat dbi xirng (hé mat khéa céng khai) chu yéu dugc xay dung trén
bai toan logarit roi rac trén trvong hiu han GF(p). Tir cac két qua nghién ctru gén day vé suw trong duong
clia mét sé vanh da thurc ¢6 hai 16p ké cyclic véi truong hitu han GF(p), bai bédo dé xuat phuong phéap xéy
dung hé méat Omura-Massey van dwa trén bai toan logarit roi rac nhung trén mot sé vanh da thire c6 hai I6p
ké cyclic d&c biét. Ngoai ra, dwa trén co s& cac nhém céng va nhém nhén trén vanh da thire c6 hai I6p ké
cyclic, bai béo dé xuét thém hai bién thé moi ciia hé méat Omura-Massey.

Tlr khoa: Mat ma khéa cong khai, hé mat Omura-Massey, vanh da thic, treong hivru han.
Abstract

The Omura-Massey Cryptosystem is an asymmetric key cryptosystem (public-key cryptosystem) that is mainly
studied on the discrete logarithm problem in finite field GF(p). Based on recent research results on the
equivalence of some polynomial rings with two cyclic cyclotomic cosets with Galois Field GF(p), the paper
proposes the method of constructing the Omura-Massey cryptosystem that is also based on the discrete
logarithm problem but in some special polynomial rings with two cyclotomic cosets. In addition, on the basic
of additive groups and multiplicative groups of polynomial rings with two cyclotomic cosets, the article also

proposes two new variants of the Omura-Massey cryptosystem.

Keywords: Public-key cryptography, Omura-Massey cryptosystem, polynomial ring, finite field.

1. Giéi thi¢u

Hé mat Omura-Massey (O-M) duoc cong bd vao
nam 1982 [1], cho d&én nay chu yéu dugc nghién ctru
xdy dyng trong trudng so [2]. Céac két qua nghién ctru
dugc cong bd v& nhém nhan cyclic, cip sd nhan cyclic,
ma cyclic cuc bd xay dung trén vanh da thire ([3], [4])
cho thiy méi quan hé giita ma sira sai va vanh da thirc,
trong khi mot sé két qua nghién ctru bude dau vé mat
ma ([5], [6], [7]) lién quan dén cac hé mat duoc thuc
hién trén cap s6 nhan cyclic cua vanh da thic chin, va
budc dau goi mé viée ing dung xdy dung hé mat trén
vanh da thire ¢6 hai 16p ké cyclic [8]. Cho t6i gin day,
da c6 nghién ctru lién quan dén sy tvong duong cua
mdt s& vanh da thire 6 hai 16p ké cyclic va trudng hitu
han GF(p) [9].

Dé tiép ndi cac nghién ciru nay, bai bao dé xuét
x@y dung hé¢ mat O-M két hop gilra truong s6 va mot
s0 vanh da thirc c¢6 hai 16p ké cyclic dac biét. Ngoai ra,
ciing trén cac vanh da thire kiéu nay, bai bao s& dé xuat
thém hai bién thé ciia hé mat O-M véi cach che gidu
dir liéu khac nhau.

Noi dung bai béo dugc chia 1am bon phan. Phan
2, trinh bay moi quan h¢ gitra vanh da thurc c6 hai 16p

*“Dia chi lién hé: Tel.: (+84) 916.566.268
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ké cyclic va trudng sd. Trong phan 3, trinh bay cach
xdy dung h¢ mat O-M trén vanh da thirc ¢6 hai 16p ke
cyclic va mot sb bién thé ciia hé mét nay va phan cudi
cung 1a két luan cia bai béo.

2. Quan hé giira vanh da thirc c6 hai 16p ké cyclic
va truong so theo modulo

Dinh nghia 1: Vanh da thac theo modulo
Z,[x]/ (x" +1) dwoc goi 1a vanh da thirc c6 hai 16p ké

cyclic néu phan tich x" +1 c6 dang sau [5], [9]:
n-1
X" +1=(x+1)D X
i=0
Trong d6: (x+1) va z::;x' 1a cac da thuc bat kha
quy.

@

Trong vanh da thyc nay ton tai nhom nhan
cyclic ¢6 cap cuc dai [5], [6], [9]:
G ={[a(x)] mod(x" +1),i =1,2,3,...,k}

Vé6i: k=maxorda(x)=2""-1

2
3
* Moi quan hé giiza Z,[x]/ (X" +1) va GF(p) [9]



Tap chi Khoa hoc va Cong nghé 125 (2018) 029-034

Xét mot s6 nguyén td p véi p=2"-1. Khi d6
vanh s6 modulo Z, s& tré thanh truong hitu han
GF(p) va trén truong nay ton tai mot nhom nhan
cyclic Z,=7,/{0} c6 cap |Z,|]=2"-2, véi
VaeZ, —»3a'eZ, aat =1modp.

Xét a(x) e Z,[x]/ (x" +1) véi W(a(x)) lé. Khi
d6 Ja™(x) véi W(a™(x)) 1é thoa mén:

a(x)a*(x) =1mod(x" +1)

Do vay, c¢6 thé xay dung phép twong ng sau:

a(x) =) fx' e Z,[x]/ (x" +1)

iel

(4)

l—)&sziZi €Z,

iel

Vi coi g, (x) =D x' =0.

Khi d6 ta c6 thé coi ddy 1a mot anh xa 1-1 gitra
cac phan trr cua Z,[x]/ (X" +1) Véi cac phn tir cua
GF(p) . Nhu vy, vanh da thirc c6 hai 16p ké cyclic va
truong GF(p) voi p=2"-1 (1a sé nguyén t6) duoc
goi 1a tya dang cau (quasi-isomorphism). Ta co thé so
sanh yiéc thuc hién cac phép toan cong va nhan trén
hai cau truc nay nhu bang 1 [9].

Quan h¢ twa dong cau chi xay ra déi véi mot sb
vanh da thirc ¢6 hai 16p ké cyclic dac biét, cac vanh da
thae nay duoc liét ké dudi day.

- S nguyén t6 Mersenne: p=2"-1

n=2,3,5 7,13, 17, 19, 31, 61, 89, 107, 127,
52, 607, 1279, 2203, 3217, 4253, 9689,
9941, 19937,... ,74207281.

- Vanh da thire ¢6 hai 16p ké cyclic [5], [6], [7]:

n= 5,11, 19,29, 37,5359, 61, 67, 83, 101, 107,
131,..., 523, 613, 1277, 2213, 3203, 3253,
4253, ..., 9941.

Bang 1: Phép toan cong va nhén trén hai cau tric vanh
da thtrc va truong so.

Phép Vanh da thic Trudng sb
tinh Z,[x]/ (X" +1) GF(p)
Phép | a(x) = z ax; a,beGF(p)
Céng ielcz, c= a+b

b(x) = JZZ ijJ =(a+b)mod p

c(x) =a(x)+b(x)

> X

keKcZ,

K=(1ul)-(1nJ)
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Phép
nhan

c=ab
=abmod p

c(x) = a(x)b(x)
= a(x)b(x) mod(x" +1)

Nhan xét: C6 thé sir dung quan hé tya dong cau
nay dé xay dung maot s6 hé mat trén vanh da thirc c6 2
16p ke cyclic.

3. X4y dyng hé¢ mat Omura-Massey trén vanh da
thire c6 hai l6p ke cyclic

Hé mat Omura-Massey (O-M) dugc dé xuét boi
James Massey va Jim. K. Omura 1an ddu tién vao nim
1982 dugc xem nhu mét cai thién tich cuc trén giao
thirc Shamir [1].

Bén gri A Bén nhan B
/-@ A m# héa ban rd M thanh Ca ®0‘ s
(béing khéa Ka) va gtti cho B
M > M
5 B mé hoa Ca thanh Cas
o (béing khda Ke) va gi¥i lai cho A
A gidi m3 Cae thanh Cs Fa
va gWi lai cho B N M

B giai mé& Cs dé lay
lai banré M

Hinh 1. Minh hoa hoat déng ctia hé mat O-M
Hoat dong cua hé mat O-M dugc mo ta nhu trong
hinh 1. Hai bén lién lac A va B sé tu tao cho minh cac
khoa bao mat riéng (K,,K; ), bén A can gt ban ro
M cho bén B, qua trinh truyén tin thuc hién theo cac
budc sau:

+ Budc 1: A mi héa ban rd M thanh ban ma C,
bang khéa cia A (K,) va giri C, cho B.

+ Budc 2: Bnhan C, va mi hoa tiép bang khoa ciia
B (Kg) thanh ban ma C,; va gui lai cho A.

+ Budc3: Anhan C,, va giai ma thanh C rdi gui
cho B.

+ Buéc 4: B nhan C, va giai ma dé nhan M.

3.1. H¢ mdt O-M xdy dung trén bai todn logarit roi rac

Bai toan logarit ro1 rac (DLP) 1a mot trong cac bai
toan mot chiéu kho, duoc st dung dé xay dung mot )
hé mat khoa cong khai, vi du nhu thii tuc trao d6i va
thoa thuan khoa Diffie — Hellman, hé mat O-M, hé mat
ElGamal,... Phan sau déy s& trinh bay co ban vé hé mat
O-M xay dung trén bai toan logarit roi rac.

3.1.1 Tao khoa

+ Khoa cong khai: chon p 1a mot s6 nguyén 6 16n.
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+ Khoba riéng cua A: A chon cap sd ngau nhién
(m,n) thoa man: mn=1mod(p-1).

Khoa riéng ctia B: B chon cap s6 ngau nhién (u,v)
thoa man: uv=1mod(p-1).

Cha y: vi (m,n), (u,v) la cac cap s6 nghich dao

nén m,n,u,veZ ,, Z,, lanhom nhan trén vanh )
Z,, . Nhém nhan nay 1a tap cac phan tir 1a nguyén t6

cung nhau v6i (p—1), Chu tric Z;_, nhu sau:

Z,, ={i, i<(p-1), ged(i, p-1) =1

3.1.2 Qua trinh truyén tin bao mat

®)

Bén A mubn giri mot ban rd M t6i bén B.

+ Budc 1: A tinh: C, =M™ mod p vagui C, choB

+Budc 2: Bnhan C, vatinh C,; =(M™)"mod p va
gui C,; cho A.

+ Budc 3: Anhan C,; va tinh:

Co=(M™)"modp=M"modp vagui C, choB

+ Budc 4: Bnhan C, vatinh (M")" mod p=M

3.1.3 Nhdn xét

Dé thu dugc ban rd thi hé mat phai c6 tinh ding
lity va c6 tinh giao hoan. Vi hé mat O-M cac ham
ma héa va giai ma déu 1a ham mi, véi cac sé mii
la nghich dao ctia nhau nén thao man.

Viéc tham ma hé mat O-M lién quan téi bai toan
logarit roi rac day la bai toan kho vai s6 p lon.

Vi hé¢ mat O-M khéng c¢6 tinh ndng xac thuc, nén
dé tranh phép tan cong “Ké ding gitra” (Man in
the middle) co thé sir dung thém cac phuong phap
xac thuc khac.

Hg s6 mo rong ban tin cua hé¢ mat O-M 1a 3 (phai
truyén 3 lan gitta A va B).
3.2. H¢ mdt O-M trén vinh da thirc cé hai I6p ké
cyclic

Trong phén nay, ching t6i s& dé xuat xdy dung
hé mat O-M duoc xay dung dua trén truong o6 va vanh
da thtic co hai 16p ké cyclic.
3.2.1 Tao khoa
+ Khoa cong khai: Vanh da thic c6 hai 16p ké
Z,[x]/ (x" +1) cyclic.
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+ Khoariéng cua A: A chon ngau nhién (m,n) thoéa
man: mn=1mod(2""-1).
+ Khoa riéng cua B: B chon ngau nhién (u,v) thoa

man: uv=1mod(2""-1).

Chi y: mnuveZ;q=2""-1, véi Z,la
nhom nhén cyclic caa vanh sb theo modulo Z,, cach
xdy dyng Z, nhu biéu thuc (5). S¢ di ta lay theo
modulo ctua g =2"" —1 vi ddy la cp cuc dai ciia nhom

nhéan cyclic trén vanh da thirc ¢6 hai 16p ké, nhur biéu
thure (3).

3.2.2 Qud trinh truyén tin bao mat

Bén A muén giri ban 15 M (x) € Z,[x]/ (X" +1) toi
bén B. (Chu y, ban rd va cac ban ma déu dugc biéu
dién bang cac da thuc).

+ Budc 1: A mi héa: C,(x)=[M (x)]" mod(x" +1)
va giri cho B.
+ Budc 2: B nhan C,(x) va ma hoa
Ce (X) =[C,(Q]" mod(x" +1)
={[M (X)]"} mod(x" +1)
sau d6 B gui C,;(X) cho A.
+ Budc 3: Anhan C,;(x) va giai ma:
Cy (X) =[Cpe ()] mod(x" +1)
={[M (x)]™}" mod(x" +1)
=[M (x)]" mod(x" +1)
va gui C;(x) cho B.
+ Budc 4: B nhan C,(x) va giai ma
[Cs (0] mod(x" +1) ={[M ()]"} mod(x" +1)
=M (X)
3.23Vidu?2
*Tao khoa:
+ Khoa cong khai: Chon n=5=q=2""-1=15 va
vanh da thic Z,[X]/ (x° +1).
+ Khoa riéng cua A:
(m,n) =(2,8):2.8=1mod15
+ Khoa riéng cua B:

(u,v) =(7,13):7.13=1mod15
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*

Qud trinh truyén tin bao mat:

Chu vy, dé thuén tién ta mo ta cac da thire theo

dang sé mii ciia X, vidu a(x) =1+ x* +x* < (034).

Bén A mudn giri ban rd M (x) biéu dién nhur sau:

M (x) =1+ x° +x* <> (034) téi bén B, qué trinh truyén
tin thuc hién nhu sau:

+

+

+

+

3.

3.

Budc 1: A tinh:
C,(x) = (034)* mod(x® +1) = (013)
va gui cho B.
Budc 2: B nhan C,(x) va tinh
C s (X) = (013)" mod(x® +1) = (134)
sau do B gui C,;(x) cho A.
Budc 3: Anhan C,; (x) = (134) va tinh:
Cy (X) = (134)° mod(x° +1) = (234)
va gui Cz(x) cho B.
Budc 4: B nhan C; (x) = (234) va giai ma
(234)" mod(x® +1) = (034) = M (x)
2.4 Nhdn xét

Hé mat 1a an toan néu bai toan logarit roi rac trén
vanh da thirc ¢6 hai 16p ké cyclic 1a bai toan kho.

Hé mat nay khong co tinh nang xac thyc.
Hé s6 ma rong ban tin cua hé mat nay 1a 3.

Phuong phap sir dung che gidu thong tin trong hé
mat nay la phuong phap mat na mil.

3. Mpt s6 bién thé ciia hé mdt O-M trén vanh da

thive c6 hai l6p ké cyclic

Trong phin nay, chung t6i s& d& xuat xay dung hai

bién thé cua hé mat O-M duoc xy dung trén vanh da
thire ¢6 hai 16p ké cyclic, vai hai phuong phap che giau
dix liéu 1a mat na cong va mat na nhén.

3.

*

3.1 Hé mgt O-M mat ng cong

Tao khoa

+ Khoa cong khai: Z,[x]/(x" +1) — Vanh da thic
¢6 hai 16p ké cyclic.

+ Khoa riéng ctia A: chon mét da thirc ngau nhién
a(x) e Z,[x]/ (x" +1), a(x) #0.

+ Khoa riéng cua B: chon mot da thic ngau nhién

b(x) e Z,[x]/ (x" +1),b(x) = 0.
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* Qud trinh truyén tin
A muén giri ban tin M(x) € Z,[x]/ (X" +1) t6i B
+ Budc 1: A tinh:
C,(x)=[M (x) +a(x)]mod(x" +1) va gui cho B.
+ Budc 2: B nhan C,(x) va tinh
Cs () ={[M (x) +a(x)] + b(x)}mod(x" +1)
sau do B gui C,;(x) cho A.
+ Budc 3: Anhan C,;(x) va tinh:
Cy (X) ={[M (x) + a(x) + b(x)]+ a(x)}mod(x" +1)

=[M (x) +b(x)]mod(x" +1)
va gui C;(x) cho B.

+ Budc 4: B nhan C;(X) va giai ma
{[M (x) +b(x)] +b(x)}mod(x" +1)= M (x)

Chu y: Pheép cong trén vanh da thuc 1a_cong
modulo 2, do d6 tong hai da thirc giong nhau s€ bang 0.

Vidu 3:
*Tao khoa:
+ Khoéa cong khai: chon Z,[x]/ (x* +1) .
+ Khoa riéng ctiia A: a(x) = (013) € Z,[x]/ (x* +1)
+ Khoa riéng ctia B: b(x) = (124) € Z,[x]/ (x° +1)
* Truyén tin bao mat
A mubdn giri ban tin M (x) = (034) t¢i B.
+ Budc 1: A tinh:
C,(x) =[(034)+(013)Imod(x® +1) = (14)
va gui cho B.
+ Budc 2: B nhan C,(x) va tinh
Coe (X) =[(14) +(124)|mod(x° +1) = (2)
sau d6 B gui C,;(X) cho A.
+ Budc 3: Anhan C,;(X) va tinh:
C, (X) =[(2) + (013)]mod(x® +1) = (0123)
va gui C;(x) cho B.
+ Budc 4: B nhan C;(X) va giai ma

[(0123) + (124)] mod(x° +1)= (034) = M (x)
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Nhdn xét:

Néu khoa bi mét dugc chon ngau nhién thi h¢ mat
la an toan néu khong gian khoa du 16n (tie 1a phai
chon n 16n).
Hé mat nay khéng c6 xac thyc.
Heé s6 ma rong ban tin cia hé mat nay 1a 3.
—  Viéc tinh toan cua hé mat nay rat don gian.
3.3.2 Hé mgt O-M mat ng nhan

Hé mat nay s& st dung cac phan tir trong nhom
nhén cyclic ¢6 cap cuc dai lam khoéa, viéc ma hoa va
giai ma thyc hién theo cach nhén cac da thiac trong
nhom.

* Tao khoa:

+ Khoa cong khai: Z,[x]/(x" +1) —
c6 hai 16p ké cyclic.

Vanh da thuc

+ Khoa riéng ciia A: chon mot da thirc ngau nhién
a(x) e Z,[x]/ (x" +1), w(a(x)) lé.

+ Khoa riéng cua B: chon mét da thic ngau nhién
b(x) € Z,[x]/ (X" +1), w(b(x)) lé.

Trong d6 a(x),b(x) e G, G la nhom nhan cyclic
¢6 cap cuc dai nhu mo ta trong (2); a(x),b(x) co trong
s6 lé dé thoa man diéu kién & biéu thie (4) [3], [4].

* Qud trinh truyén tin bao mat
A mudn giri ban tin M (x) € Z,[x]/ (x" +1) t6i B
+ Budc 1: A tinh:
C,(x)=[M (x).a(x)Jmod(x" +1) va gti cho B.
+ Budc 2: B nhan C,(x) va tinh:
Ce (¥) ={IM (x).a(x)].b(x)}mod(x" +1)
sau d6 B gui C,;(X) cho A.
+ Budc 3: Anhan C,;(X) va tinh:
C. (x) ={[M (x).a(x)b(x)].a (x)}mod(x" +1)
=[M (x).b(x)]mod(x" —1)
va gui Cy(x) cho B.
+ Budc 4: B nhan C,(X) va giai ma
{IM (x)b(x)]o™* ()} mod(x" +1)= M (x)
Vidu 4:
* Tao khoa
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+ Khoa cong khai: chon Z,[x]/ (x° +1) .
+ Khéa riéng cua A: a(x) = (013) — a*(x) = (123)
+ Khoa riéng cua B: b(x) = (124) — b (x) = (012)
* Truyén tin bao mat
A mubn giri mot ban tin M (x) = (034) téi B.
+ Budc 1: A tinh:
C,(x) =[(034).(013)]mod(x® +1) = (2)
va guri cho B.
+ Budc 2: B nhan C,(x) va tinh
Cae () =[(2).(124)] mod(x° +1) = (134)
sau d6 B gui C,;(x) cho A.
+ Buéc 3: Anhan C,;(x) va tinh:
C, (X) =[(134).(123)] mod(x° +1) = (3)
va gui Cz(x) cho B.
+ Budc 4: B nhan C;(X) va giai ma
[(3).(012) | mod(x° +1)= (034) = M (x)
Nhdn xét

Néu cac khoa bi mat duoc chon ngiu nhién thi hé
mat 1a an toan néu khong gian khoa du lon.

H¢ mat khong cé xac thuc.

Hé s6 ma rong ban tin caa hé mat 1a 3.

Viéc tinh toan hé mat nay kha don gian.
4. Két luan

Bai bao da dé xuit phuong phap xdy dung hé mat
O-M trén vanh da thirc ¢6 hai 16p k& cyclic, nhd viéc
4p dung cac nghién ciru vé sy twong dwong cla cac
vanh da thirc nay v6i truong hiru han, phuong phap che
gi4u thong tin trong hé mat nay theo kiéu mat na mi,
tuong tu hé mat O-M xay dung trén truong hitu han va
bai toan DLP. P9 an toan cia h¢ mat nay co thé danh
gia twong duong véi h¢ mat O-M trén bai toan DLP.

Trong phén tiép theo, bai bao dé xuét hai bién thé
cuia hé mat O-M v6i phuong phap che gidu dit liéu theo
kiéu mit na cong dung cac phan tir ciia vanh da thie
va mat na nhan dya trén nhom nhan cyclic c6 clp cuc
dai. Tuy nhién, dé c6 cac danh gia day du vé hai hé mat
nay can cd cac nghién cou thém veé d¢ an toan, do
khuéch tan (diffusion), tinh gdy 13n (confusion)...
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