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Abstract 
In this paper, we introduce a D-H key distribution protocol over polynomial rings. These protocols use some 
polynomials with two cyclomic cosets in the center of the ring as part of the private keys. We give some 
examples over the polynomial rings Zp, where p is a prime number. We also give a security analysis of the 
proposed protocols and conclude that the only possible attack is by brute force. In this paper, D-H key 
distribution and agreement protocols are also described in PR with two cyclotomic cosets based on DLP. 
DLP over number rings is important problem in public-key cryptography.This DLP is studied in the case of 
polynomial rings with two cyclotomic coset. 
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1. Introduction   

The ElGamal protocol [2] and all its variants are 
based on the Discrete Logarithm Problem (DLP) over 
a finite field Zp, here p is a large prime. The discrete 
logarithm problem (DLP) in a finite cyclic group G is 
an algorithmic question to find for any given pair of 
elements g,h∈G a number n∈N satisfying gn = h. 
This problem is extremely important due to its 
relation to cryptography. One of the most prominent 
and long withstanding protocols, the Diffie-Hellman 
key-exchange protocol, is based on the assumption 
that DLP is hard in certain groups. The Diffie-
Hellman protocol proposed in [3] was the first 
practical solution to the key distribution problem, 
allowing two parties, never having met in advance or 
shared keying material, to establish a shared secret by 
exchanging messages over an open channel [4]. 

Since Diffie and Hellman [5] proposed the first 
key exchange algorithm, we can find an extensive  
bibliography on the problem of key exchange 
protocols in public key cryptography (see, for 
example, [6, 7, 8] and the references therein). Most of 
proposed algorithms are related to arithmetic 
operations on commutative algebraic structures and 
some efficient attacks based on the commutative 
property of these structures are well known. 

It is believed that the increasing computing 
power of modern computers has made these 
techniques less secure (see, for example, [9, 10]). As 
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a consequence of this, there exists an active field of 
research known as noncommutative algebraic 
cryptography, aiming to develop and analyze new 
cryptosystems and key exchange protocols based on 
noncommutative cryptographic platforms.  

The main idea of this work is the design of some 
public key exchange protocols over  polynomial rings 
with two cyclomic cosets, in particular over the ring 
of endomorphisms of Zp where p is a prime number. 
This last property is what makes this ring very 
interesting for cryptographic applications. 

2. DLP problems over polynomial rings with two 
cyclotomic cosets. 

2.1. PR with 2 cyclotomic cosets 2[x]/( 𝒙𝒙n+1) 

Definition 1[1]: PRs with 2 cyclotomic cosets are 
PRs satisfying the following factoring: 

xn + 1 = (x + 1)∑ xin−1
i=0                    (1) 

Here,(x + 1)and ∑ xin−1
i=0  are irreducible 

polynomials. 

Example: n = 5, 11, 19, 29, 31,… 

x5 + 1 = (x+1)(x4 + x3 + x2 + x + 1) 

Lemma 1: in PRs with 2 cyclotomic cosets we 
have following maximum decomposition 

With |A| = |A�| = 2n−1 − 1 =
max ord a(x), a(x) ∈  2[x]/(xn + 1) 

A 
A� 

e0(x) 
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A – cyclic multipicative group 

A� – symmetric cyclic multiplicative group of A. 

A = {ai(x), i = 1,2, … , 2n−1 − 1} 

A� = {a�i(x), i = 1,2, … , 2n−1 − 1} 

Definition 2: Swallowing idempotent e0(x). 

e0(x) = ∑ xin−1
i=0  is called swallowing 

idempotent. 

We have: 

f(x). en(x) = �
en(x)  if W�f(x)�odd
0     if W�f(x)�even

                (2) 

Definition 3: Polynomial a�(x) is called 
symmetric polynomial of a(x), if a(x) = ∑ aixii∈I   

Then a�(x) = ∑ ajxjj∈J                                        (3) 

In which, I ∩ J = φ; I ∪ J = n. 

On the other hand 

a�(x) = en(x) + a(x) 
2.2. Discrete logarithm problem (DLP) in PRs with 
2 cyclotomic cosets 

DLP in p is described in [1], in this part, we 

describe DLP in 2[x]/(xn+1). 

Problem instance: 2[x]/(xn+1) – PR with two 

cyclotomic cosets, a(x) is a primitive element of CGP 
A with maximum order. 

Objective: Find the unique integer k, 0 ≤ k ≤ 2n-1 – 1 
such that ak(x) ≡ b(x)mod(xn + 1). 

We will denote this integer K by loga(x)b(x). 

Remark: 

If W(a(x)) is odd, the W (b(x)) odd. 

If W (a(x)) is even, then W (b(x)) even. 

Example: let 2[x]/(xn + 1) = 2[x]/(x5 + 1) 

a(x) = 1 + x2 + x4 

We have 7 = loga(x)(x + x2 + x4) 

DLP in PR with 2 cyclotomic cosets is hard if n is 
sufficient large. 

Generally, DLP in PR with 2 cyclotomic cosets is 
easier than DLP in GF(p) 

i = loga(x)ai(x) = loga�(x)a�i(x) 

K = logxjx
i; K ∈ {1,2, … , n − 1} Since n|(2n−1 − 1) 

Easy problem: 2[x]/(xn + 1) – PR with two 
cyclotomic cosets; p=2n-1 –1 is a Mersenne prime; 
a(x) ∈ 2∗ [x]/(xn + 1). 

Compute ai(x) (according to the repeated square and 
multiply algorithm for exponentiation). 

Hard problem: Compute i = loga(x)b(x). 

3. D-H key distribution and agreement protocol 
over PRs with two cyclotomic cosets. 

3.1. D-H key distribution and agreement protocol 
without authentication 

Let 2[x]/(xn + 1) – PR with 2 cyclotomic cosets 

a(x) ≠ 0, a(x) ≠ e0(x), a(x) ∈ 2[x]/(xn + 1) is a 
primitive element of A. 

A and B are agreement with common key K of private 
key cryptosystem according to the following protocol 

Remark: 
This protocol is secure provided DLP in 

2[x]/(xn + 1) is intractive. Both A and B are 
assured of key fresh new, since the session key 
depends on both random exponents i and j. 

This protocol is not authentication and 
vulnerable to an active adversary who uses an 
intruder in the middle attack. 

  

Table 1. D-H key distribution and agreement protocol without authentication  

A B 
A chooses a random i (0 < i < 2n-1 – 1) and computes 
ai(x) mod (xn + 1) 

B chooses a random j (0 < j < 2n -1 – 1) and computes 
aj(x) mod (xn + 1) 

A computes 
K(x) = [aj(x)]i  mod (xn + 1) 

=  ai+j(x)mod (xn + 1) 

 

 B computes 
K(x) = [ai(x)]j  mod (xn + 1) 

=  ai+j(x)mod (xn + 1) 
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Table 2. D-H key pre-distribution in PR with two cyclotomic cosets 

A B 
A chooses i = 7 and compute 
(1 + x2 + x4)7 mod (x5 + 1) = x + x2 + x4 = ID(A) 

B chooses j = 5 and compute 
(1 + x2 + x4)5 mod (x5 + 1) = x + x + x4

= ID(B) 
A receives ID(B) and computes 

K(x) = [ID(B)]7mod (x5 + 1)
= (1 + x + x4)7 mod (x5 + 1)
= 1 + x + x4 

 

 B receives ID(A) and computes 
K(x) = [ID(A)]5mod (x5 + 1)

= (1 + x + x4)5 mod (x5 + 1)
= 1 + x + x4 

 
3.2. D-H key pre-distribution in PR with two 
cyclotomic cosets 

For authentication we can use the following 
protocol: 

2[x]/(xn + 1) – PR with two cyclotomic 
cosets 

A chooses a random i and computes 

ID(A) = ai(x)mod (xn + 1) 

Also, B chooses a random j and computes 

ID(B) = aj(x)mod (xn + 1) 

Values ID(A) and ID(B) are made public. 

A computes 

K(x) = [ID(B)]i mod (xn + 1) 

Also, B computes 

K(x) = [ID(B)]i mod (xn + 1) 

Example: let 2[x]/(xn + 1) = 2[x]/(x5 + 1)   

a(x) = 1 + x2 + x4 

Remark: 

- This protocol is secure against a passive 
adversary if DLP in PR with two cyclotomic cosets is 
intractive. 

- This is an authentication protocol with 
communication parties A and B. 

-   Similary, we can construct a D-H protocol 
with recipient authentication. 

In this protocol, used key is defined in different 
communication sessions. 

3.3. D-H Key Distribution with receipient 
authentication 

Key generation 

- A chooses a PR with two cyclotomic cosets 
2[x]/(xn + 1) and a primitive element aA(x). 

- A chooses a random iA (0 ≤ iA ≤ 2n – 1 – 1) and 
computes 

bA(x) = aA
iA(x) mod (xn + 1) 

A’s public key (2[x]/(xn + 1), aA(x), bA(x)) 

Key distribution from B to A 

- B chooses a random jB (0 ≤ jB ≤ 2n – 1 – 1) and 
computes 

γB(x) = aB
jB(x) mod (xn + 1) 

- B sends γB(x) to A if w(γB(x)) is odd. 

- If w(γB(x)) is even then γB(x) ≔  γB� (x). 

Remark: 

This protocol is used in ElGamal cryptosystem 
[2]. 

4. Conclusions  

In this paper, we have shown how polynomial 
rings can be used in order to provide protocols for 
making D-H key distribution that allow a key 
exchange in a secure manner. Such protocols can be 
used in ElGama cryptosystems also provided secure 
solutions for DLP problems by constructing from two 
polynomial cosets. It is also clear how to describe the 
protocol to operate type of security. 
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