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Céu tric twa diang cAu giira vanh da thirc
c6 2 16p ke cyclic va truong so
On a Quasi-Isomorphic Structure Between Polynomial Ring
with Two Cyclotomic Cosets and Finite Field

Lé Danh Cwong®, Nguyén Binh
Hoc vién Cong nghé Buu chinh Vién thong, 122 Hoang Quéc Viét, Cau Gidy, Ha Noi

Tém tét

Bai toan Logarit roi rac trong trong GF(p) la déi twong trong nhiéu céng trinh nghién ciru va ngudi ta cé thé
chon gia tri p dé Bai toan dwoc xem Ia kho. Vanh da thirc c6 2 16p ké cyclic 7 LX1/(x" +1) la mét loai vanh
dac biét chi cé 2 liy dang. Bai bao dwa ra céu tric twa dang céu gitka vanh da thirc c6 2 I6p ké cyclic va
trwong GF (p) voi p=2"—1 la mét s6 nguyén t6 Mersenne chi c6 1 Idy déng. Cac két luan vé sy twa
dang cau nay la két qua ctia cac phan tich toan hoc va duwgc minh hoa bang cac vi du cu thé. Dy trén quan
hé twa dang nay, ta co thé dé dang xdy dung duwoc bai toan logarithm rdi rac trén cac vanh da thire. Ttr do
cho phép tng dung trong giai quyét cac van dé méat méa (xac thwe, chiy ky s6, ma hoéa.v.v.) doi véi cac hé
mat

Tir khoa: Vanh da thirc voi 2 lop ké cyclic, bai toan logarithm rdi rac, phan tir sinh, da thirc bat kha quy, twa
dang cau.

Abstract

The well-known problem of computing discrete logarithms in finite field GF(p) has acquired importance in
many studies due to its applicability in cryptography. This is widely thought to be very computationnaly hard
if large prime p is selected. Polynomial ring with two cyclotomic cosets Z,[x]/(x" +1) is a special ring with
only two idempotent elements. In this paper, a quasi-isomorphic structure between polynomial ring with two
cyclotomic cosets Z,[x]/(x" +1) and field GF (p) with only one idempotent element (where p =2" —1 is

Mersenne primer) is presented. Conclusions on this isomorphism are the result of mathematical analysis
and are llustrated by concrete examples. Based on this structure we can construct Discrete logarithm
problem over polynomial rings. Discrete logarithm problem over polynomial rings can be used in many cryto-
systems (for authentication, digital signatures, encryption.etc..).

Keywords: Polynomial ring with two cyclotomic cosets, Discrete logarithm problem, GF(p) Field primitive
element, irreducible polynomial, quasi-isomorphic structure.

1. Gi6i thiéu
1.1. Vanh da thirc ¢6 2 16p ké cyclic
Dinh nghia 1: Vanh da thic theo modulo
x" +1 duge goi 1a vanh da thirc ¢6 hai 16p ké cyclic
néu phan tich cia x" +1 dudi dang tich cac da thirc
bét kha quy trén truong GF (2) ¢6 dang:
n-l

Xl=(x DY X

i=0

ey
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n—1

trong d6 (x+1) va Zx’ la cac da thirc bat kha
i=0

quy [1, 2]

Vidu: n=5,11,19,2931,..
XHl=+D + X7 +x7 +x+1)

Bé dé 1: Vanh da thirc véi 2 16p ké cyclic c6 thé
duoc phan hoach nhu sau:

A

A

€,(x)
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trong d6 A va Z 1a cac nhém nhén cyclic ¢6 cip
cuc dai max ord[a(x)]=2""

a(x) la da thue trén vanh Z,[x]/(x" +1)

—1 v¢i phan tir sinh

A=ld'(0),i=12,.2"" -1}

A={d w,i=12,..27 -1
trong d6 cap clia q(x)sé 1a k

Binh nghia 2: Cho f(x) € Z,[x]/(x" +1), khi
n-l
do e,(x) = z x' dugc goi 1a 1ily dang nuot.
i=1

Ta c6: ¢,(x) = ¢,” (x)mod(x" +1)
Hé qua: Véi f(x) e Z,[x]/(x" +1) thi

e, W) le
e, (0= { 0 ifW(f(x)chan
W(f(x)) latrong s6 ciia da thic f(x) (2)

Dinh nghia 3: Pa thic a(x) duoc goi 1a da thirc

dbi xtmg voi da thire a(x) néu

a(x)=Y ax' thig(x)=> ax’ 3)

iel jeJ
Trongdd INnJ =4 10UJ=2Z,
Dua vao tinh chét cua lily dédng nudt, ta c6
a(x) = e, (x) + a(x) 4)

1.2. Truong ) GF(p)

 Ta quan tam tdi tinh chat nguyén t6 dwoc phat
biéu nhu sau:

GF (p)la mot trudng khi va chi khi pla sb
nguyén t6. Nhung p=2"-11 s6 nguyén té khi
va chi khi 72 1a s6 nguyén t§ va thoa man bd d& sau
day [4]:

Cho trude sé nguyén t6 1¢ q . Ta xac dinh day
s0 {Ln} sau:

Ly=4, L, = (L) -2)mod( 27 1), Voi
vn=0,12,.Khi d6, 27-1
< L, , =0mod( 2% —1)

la sd6 nguyén to

Xét p=2"-11la sd nguyén to.
Khi d6 Z,<>GF(p) Z,=2, /{o} 1a mot nhom

nhén cyclic cip ‘Z; —2" _2 Voi anZ —>EIbeZ;:

ab=1mod p

Xét W(a(x))1é. Khi d6, Ib(x)véi
W (b(x))1é thoa man a(x).b(x)=1mod(x" +1)

Ta xay dyng phép tuong ung sau:
a(x)=Y fx'>a=) f2'eZ,

iel iel

n—1
Xét truong hop ¢ (x) = Zx” = 0. Khi d6 ta c6
i=0
thé coi day 1a mot 4nh xa 1-1 giita cac phan tir cia
Z,[x]/(x +1) va cic phan tit cua GF(p)

Vi dy 1: Nhém nhan cyclic trén Z,, v6i phan tir
sinh (nguyén thiy) a =3

1 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
3 3 9 27 19 26 16 17 20 29 25 13 8 24 10 30
1 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30
3 28 22 4 12 5 15 14 11 2 6 18 23 7 21 1

S6 phan tir nguyén thity trong nhém Z ;
N=;3Bl-1)=7 (30)=8
D6 1 céc phan tir dang 3', véi (1.30) =1,

ching thudc tap {3,17,13,24,22,12,11,21}
Vi du 2: Cac
Z,[21/(x° +1)

nhém nhan cyclic trén

A= {(024 ), (034), (1), (013),(014),(2), (124 ), (012), (3)(023), (123), (4), (134 ), (234 ), (0)}

A= {(1 3),(12),(0234),(24),(23),(0134),(03), (34),(0124),(14),(04),(0123),(02), (01), (1 234)}
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Hay A={21,25,2,1119,4,22,7.8,13,14,16,26,281}
A=110,6,29,20,12,27,9,24,23,18,17,15,5,3,30} S6

phan tir nguyén thuy trong mdi nhom cyclic nay ciing

1a 8

2. Méi quan h¢ giira Z,[x]/(x" +1)va GF(p)

Dinh nghia 4: Vi phép anh xa néu trén, vanh
da thc c6 hai 16p ké cyclic va truong s6 GF(p) voi

p=2"—1nguyén t6 dugc goi 14 twa dang cu (quasi-

isomorphism).

Ta c6 thé so sanh viéc thyc hién cac phép toan
cong va nhan trén hai cau truc nay qua cac vi du nhu

sau:
Phép Vanh da thirc Trus £
to4n Z,Ix1/(x" +1) Fuong 86 GF(p)
a(x) = Zaixi
ielcZ,
_ a,b e GF(p)
b(x) = ijxf
Phép jelcZ,
cong | a(x)+b(x) = c(x) a+b=(a+b)
mod p
c(x)= Z ckx"
keKcZ,
K=(IuvlH\UNJ)
4 .b = .
Phép @ (- = alo) ab=abmod p
nhin | H(x) mod( x" + 1)
Vidu3
Phép Vanh da thic Trudong s6
todn Z,[x]1/(x* +1) GF(31)
ax)=1+x+x° a=11
b(x)=1+x" +x* b=25
Phép +b —
cong a(x) (x)4 c(x) a+b=(11+25)
c(x)=(x+x")
s ) mod31=5
mod( x” +1)=x"+1
a(x).b(x) = a(x).b(x)
mod(x’ +1)
_ 3
phep | “OPO=AED g2 a121)
nhan | (+x"+x")mod(’ +1) mod31=14
=x*+x+1
a(x)b(x)=1+x+x")
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Vi du 4: Cac phan tir nghich dao

Truong s6
A s GF(31):
T Trén Z,[x]/(x” +1): ab = 1 mod
a(x).b(x) =1mod(x" +1) a1
a(x) = (234),b(x) = (024)
1 (X4+x3+x2)(x4+x2+1)5 3-2151
Imod(x’ +1)
a(x)=(124),b(x) =(012)
) (x4+x2+x)(x2+x+1)z 97=1
Imod(x’ +1)
, | a@=@.00=0) | 5,53,
x*.x’ =1mod(x® +1)
a(x) =(014),b(x) = (023)
4 (' +x+ D +xP+D = 19.18=1
Imod( x° +1)
a(x) =(134),b(x) = (034)
5 (x'+ P+ 0+ 7+ 26.6 =1
=Imod( x> +1)
o | a@=@b =0 16221
x*x=1mod(x’ +1)
a(x) =(123),b(x) = (013)
7 | XD+ x+D =l 171121
Imod( x° +1)
a(x) =(013),b(x) =(123)
g | (X +x+D(x+x7+) = 991a=1
Imod( x° +1)
9 a(x) = (1),b(x) = (4) 29.15=1
xx* =1mod(x’ +1)
10| a(x) =(034),b(x) = (134) 25.5=1
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X+ + D+ +x) =
Imod(x” +1)

a(x) =(023),b(x) =(014)

11| P+ +D(x +x+D) = 13.12=1
Imod( x° +1)
- a(x) = (3),b(x) =(2) ~
X x? =mod(x® +1) 84=1
a(x) = (012),b(x) = (124)
13 (x2+xt1)(x4+x2+1)5 2422=1
Imod( x° +1)
a(x) = (024),b(x) = (234)
14 |+ + D+ x50+ 0% = 10.28=1
Imod( x° +1)
15 a(x) = (0),b(x) = (0) 30.30=1
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3. Két luan

Vanh da thirc c6 2 16p k& cyclic 1a mot loai vanh
dic biét chi ¢6 2 lily déng, va vi vy n6 kha tuong
dong véi truong s6 GF(p)chi co lity dang 1. Ta co
thé st dung quan hé tya dang cdu nay dé xay dung
bai todn logarithm roi rac va hé mat tya ElGamal trén
vanh da thire ¢6 2 16p ké cyclic [3].
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