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Vé mot phuong phap xay dung ham biam khéong khéa
trén vanh da thirc chan
A Method of Buiding Unkeyed Hash Function on Even Polynomial Ring
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Tém tat

Céac ham bdm mat méa duwoc st dung trong nhiéu (rng dung ctia mat méa hién dai nhw: chimng thuc, kiém tra
tinh toan ven cta théng diép, chi ky sb... Cac ham bam thuong duoc xay dung theo céc thut toén riéng
biét, hodc dura trén cac hé mat ma khéi két hop véi cac so db bam cé dinh. Bai bao nay dé xuat mét hé mat
ma khéa dbi xirng 256 bit vao /ra. So dé méa hoéa thuc hién theo mang Feistel bén nhanh khéng cén bang,
ham mé héa va céc khéa con ctia cac vong ma héa dua trén cac cap sb nhén cyclic clia vanh da thirc chén

Z, x]/ x" +1v6i n= 2%, Trén co sé hé mat nay, bai béo dé xuét 4p dung vao xay dung mét ham bam khéng
khoa 512 bit. Cubi cung la mét vai danh gia vé do khuéch tén cia hé mét va ham bam dé xuét.
T khoéa: Vanh da thirc, cAp sb nhan cyclic, mat ma khdi, mang Feistel, ham bam.
Abstract

Cryptographic hash functions are used in many applications of modern cryptography, such as authentication,
integrity checking of data messages, digital signatures... This paper proposes a symmetry-key block crypto
system 256 bits input /output. The encryption scheme is unbalanced four branches Feistel network; the
encryption function and subkeys for the encryption loops are based on cyclic geometric progressions over

even polynomial ring Z,[x]/ x" +1with n= 2%, In the next part of the paper, the article recommended applies
this crypto system to a hash function with 512 bits output length. Finally, some diffusion calculations of the
proposed crypto system and hash function are also presented.

Keywords: Polynomial ring, Cyclic geometric progressionc, Block symmetry crypto system, Feistel network,

hash function.

1. Giéi thiéu

Ham bam mat ma dong mdt vai trd quan trong
nhidm thyc hién cic yéu ciu co ban ciia mat ma hoc
hién dai nhu chiing thyc; kiém tra tinh nguyén ven cua
thong diép; chir ky so, kiém tra mat khau. .. Céac so d6
ham bam thuong duogc xdy dung theo mot trong hai
cach: (1) theo cac thudt toan riéng biét (cac ham bam
ho MD, SHA,..) (2) hodc dua trén cac so dd cb dinh
két hop véi mot hé mat ma khéi.

Cén cu theo myc dich st dung, cic ham bam
duoc chia thanh hai kiéu: ham bam c6 khéa (MAC -
Message Authentication Code) va ham bam khong
khéa (MDC - Modification Detection Code). Vi muc
dich nghién cru va phat trién ciac ham bam khong
khéa, bai bao nay dé xuit mot so dd ham bam mé rong
(MDC-2) thyc hién theo so d6 Miyaguchi - Preneel,
trong d6 céc khdi mat ma 1a mot hé mat 256 bit duoc
xdy dung dua trén céc cép s6 nhan cyclic (CGP- Cyclic

* Dia chi lién hé: Tel.: (+84) 912.928.928
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Geometric Progression) ciia vanh da thirc chin co dang
Zy[x]/ x"+1,v61 n= 26 = 64.

Noi dung bé@ bao duoc chia lam bfm phén. Phan
2 trinh bay dé xuat mot hé rqét ma khoi xay dung m
vanh da thire chan. Trong phan 3, 4p dung hé mat dé
xudt vao thyc hién mot ham bam 512 bit. Cuoi cung,
phan 4 1a mt s6 danh gia vé ham bam mai va két ludn
cua bai bao.
2. H¢ mit xay dung tir CGP ciia vanh da thirc chin
2.1. Nhém nhén cyclic va cdp sé nhén cyclic trén
vanh da thirc

Dinh nghia 1: Tap céac da thic f(x) trong vanh
da thuc Z,[x]/ x" +1 v6i mét phép toan nhan da thic
tao nén mot nhém nhan G [1].

(flos¥)= M
Néu: g(x), f(x) € G thi g(x)* f(x)=d(x)eG.
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Trong nhém nhan G ludn ton tai phan tir don vi
e(x) voi f(x)*e(x) = f(x).

Dinh nghia 2: Nhém nhan cyclic (CMG — Cyclic
Multiplicative Group) trén vanh da thirc Z,[x]/ x" +1
1a tap hop cac da thirc c6 dang sau:

CMG ={g'(xymod x" +1, i =1,2,3,.. 2)

v6i g(x) € Z,[x]/x"+1\{0} 1a phan tr sinh.

Cép cua g(x) ky hiéu ord g(x)) 1a sb phan tir
cua CMG .

ord g(x) = |CMG| (3)

Xét vanh da thitc Z,[x]/ x" +1v6i n= 2, ta co
céc bd dé sau:

Bé dé I: Tap cac da thac c6 trong s6 16 tao thanh
nhém nhian G theo modulo x" +1 [2], [3].

Bé dé 2: Moi phén tir trong G c6 cép 1a 2* hodc
6 cép 1a ude cua 2* [2], [3].

B6 dé 3: Pa thirc a(x) 1a phan tir cip n khiné c6
chira mot s6 1¢ cac don thirc c6 mii 1é ¢6 cip n va mot
s6 chan cac don thirc ¢6 mii chin c6 cap 1a uwéc clia n .
S céac da thirc cap n bang 2" [2].

Theo bd d& 3, ¢6 tat ca 2" CMG cép n, ké ca
nhom nhan don vi 1.

Pinh nghia 3: Cap sb nhan cyclic (CGP) trén vanh
da thurc c6 dang sau:

CGP = {a(x).g"(x)mod X" +1; i=1,2,3,...} 4)
vGi a(x) 1a phan tir diu; g(x) 1a phéan tir sinh.

N6i céch khac, néu ta nhan céc ph?m tr cia mot
CMG véi mdt phan tir bat ky trong nhém nhén G ta s&
thu dwoc mot CGP c6 cong boi 1a phan tir sinh cuia
CMG va phan tir dau chinh 1a da thirc dem nhan.

B dé 4 Trong vanh da thirc Z,[x]/x" +1 véi
n=2",s6 cac CGP cap n xiy dung dugc trong G duoc

xac dinh nhu sau [3]:

N — 2n712n72 — 221173 (5)

DE dang nhén thiy: Theo b6 dé 3 ¢6 tat ca 2"~
CMG c6 cap n vatheo bo dé 1 cac da thirc 1€ tao thanh
nhém nhan G , s6 phén tir 1é ctia vanh 1a 2" va do d6
ta c6 cong thuc (5).
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2.2. Mé ti hé mgt dé xudt

So d6 khéi phan ma héa cia hé mat nhu hinh 1.
Trong so dd nay, hé mat s€ thuc hién ma héa cac khéi
ban rd 256 bit va cho ra ban ma cling c6 dd dai 256 bit.
H¢ mat gdm hai khoa bi mat 1a k, va k, (déu co do dai
64 bit) 1a hai da thirc tao CGP lam khoéa con cho hé
mat, dugc mo ta theo cong thure (12).

—> M3 héaE —>

Banrém Banma ¢

(256 bit) T T (256 bit)
Khda kg Khda k,

Hinh 1. So dd khéi cua hé mat

~ So dd ma hoa cia hé¢ mat dya trén mang Feistel
bon nhanh khoéng can bang [4], [5] nhu mo ta trong
hinh 2.

Bénr6|a.|bv|c _ |d_|
(256 bits) (G401t (64 bits) (64 bits) (64 bits)
Y
D
ky
Y
D/ [¢
fo;
ky
kis
kis
Ban ma
(256 bits)| @’ 64vits) | D’ (6avits) | € (64vits) | d” (64 bits)

Hinh 2. So d5 ma héa cua hé mat

Qué trinh ma héa trii qua 16 vong, mdi vong ma
héa thue hién theo thuét toan sau:

a,=b_,

b =c;,

¢, =d,, (6)
d; = fo,,

fo,=a,®k ® f(b,c,d,k,)
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Qua trinh giai ma thuc hién theo chiéu nguoc lai,
thir tir cac khéa con s€ tir k, — k, va cling trdi qua 16
vong, mdi vong ma hda thue hién theo thuit toan sau:

b =a.

¢ =b, %
d;=c,

a,=d,_ @ f(b,c.,d . k)Dk,

Trong so d6 hinh 1, ham ma héa f c¢6 bon dau
vio, ba dau vao dit liéu (b,,c; va d,) va mdt diu vao
khéa k,. D¢ dai cua tat ca bon dau vao va diu ra déu
1a 64 bit. Viéc ma hda dugc thuc hién bai cac CGP trén
vanh da thuc Z,[x]/x" +1v6i n= 20=64.

Céu truc ciia CGP st dung trong ham f ¢6 dang:
A ={k(x).¢' (x)mod x* +1; j=1,2,...64] (8)

Trong d6: k,(x)1a da thic dau va ciing 1a céc
khéa con cua cac vong ma héa, g(x) 1a mot da thirc
sinh nao d6 c¢6 cép 64. Theo bd d& 4 c6 tat ca
292 = 2% da thirc cép 64, dé thudn tién ta c6 thé chon
g(x)=x vakhi do ta cé:

A ={k,.(x).xf' mod x* +1; j=1,2,3,...,64} )

Ta c6 thé mo ta A, theo dang ma tran sau [3]:

k, (x).x" a, a Ay
k, (x).x' a a a

A= = z (10)
k, (x).x% a a, Ay Jopes

Trong d¢, a, €{0,1}.

Chu y: cac hang cﬁa‘ma tran A tuong ung vdi cac
da thic cia CGP, cic phan tr a, trong mot hang 1a hé
s6 ctia don thire x* tuong Ung trong da thire. Vi du,
hang 1 clia A 1a da thirc k,(x).x" =1+ x* + x° thi cdc
hé s6 a, clia hang 1 s& la @, =1 véi 1=0,2,3va

a, =0 v6icdc gia tri ¢ con lai [4].

Tai cac vong ma héa i, ham f thuc hién cac phép

tinh sau:
m, =MAJ(b,,c,,d,) =bc, +cd, +db,
, (11)
out; = m; A,

Véi A7 1a ma tran chuyén vi clia A. Ma trin A,
duoc tinh nhu (10).
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So @6 mach thyuc hién ham f nhu trong hinh 3.

—L;‘ (63)

W
L

Ci MAJ T

Dich 64 nhip

- |(2)|(1>|<0>}J

75
N e

3
m; = po + pix + pax’ + ... +peax® + peax”

Khéa con
k; (64 bit)

(62)

by (64 bits)

—
Ra
(64 bit)

d;

Hinh 3. Mach mi héa ham f

Hoat dong cua mach ma héa hinh 3 phu’ sau: Cac
bit ctia khoéa con k; (twong g cac hé so cua da thirc
k,(x) ) s& dugc nap vao thanh ghi 64 bit; ba dau vao
b,,c;,d, sau khi dua qua mach MAJ [5] s& cho ra mot
chudi bit, trong Gmg véi da thirc m, nao do6. Cac h¢ )
p, (hay céc bit) cua da thire m; s€ twong ung voi cac
khau p;(j=0,1,..,63) cua mach ma héa. Hoat dong
cta cac khau p, phu thudc vao cic hé ) p, cuada

thirc m; nhu sau:

+ p; noitatnéuhé¢so p, ="1",

+ p; homachnéuhésoé p, ="0".

Cic bit trong thanh ghi s¢ duoc dich vong va sau
64 nhip dich ta s€ c6 mi dau ra c6 do dai 64 bit.

Hinh 4 1a mét vi du mach dién ma héa khi
m =1+x +x* < (0.3.63) (biéu dién dang s6 mi
cta da thirc), véi m;, dugc tinh theo ham MAJ nhu biéu

thitc (11). Tuong ung ta c6: p,, p;, pe; ="1", con

p; ="0"véicac j khéc.

| Dich 64 nhip

|
Kh(’)acon} :
wiw| e ealeege |
|
|
|
T

1
64 bi
bi % T T T T L—‘
Ci— L3 MAJ — | Ra
d [ o ____Z_ I (64bin
' m; = (0.3.63) I

Hinh 4. Mach ma héa voi m, =1+ x° + x%

Tét ca cac khoa con k; cling duoc tao tir cic CGP
trén vanh Z,[x]/x* +1. Do k, 12 phin tir diu trong
CGP A, nén né phai c6 trong s 1¢ (theo bd dé 1). Cau

tric cua cic khoa con k; nhu sau:
k. = {k,ki mod x* +1, i=1,2,3,....16} (12)

trong d6, k, 14 da thic dau, k, 1a da thic sinh. Dé

cé trong so 18 thi ca k, va k, cing phai co trong so 1é.
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Theo b dé 4, s6 CGP ¢6 cp 64 tinh s& 1a 2.
Tuy nhién, do so d0 ma héa chi c6 16 vong nén CGP
tao k,cling chi can toi thi€u 16 phan tir, do d6 trén thyuc
té s6 CGP ¢6 thé chon s& nhiéu hon.

Trong so dd ma héa hinh 1, c6 mot khac biét nho
so voi so do Feistel 4 nhanh khong cén bang nguyén
thiy. Do 1a, ¢ buéc ma hoa ther i dir liu ¢ khoi q,
duoc cong véi khoa con k,, diéu nay dé tranh truong
hop khi ban 5 dau vao déu 12 bit "0" hogc bit "1" thi
ban ma dau ra cling s€ toan bit "0" hodc bit "1" tuong
ung.

2.3. Ddnh gid dp khuéch tin ciia h¢ mat

Tién hanh tinh toan d¢ khuéch tan ctia hé mat khi
thay doi dit liéu ban 16. Pa thirc sinh &, va da thic dau
k, dé tao khoa cua hé mat duge gitr ¢ dinh va chon
nhu sau:

k,=1+x +x*, k0=1+x+x2 (13)
. Ban 13 bao gém 256 bit va dugc chon va biéu
dién theo dang hexa nhu sau:

Mo = 00112233445566778899AABBCCDDEEFF (14)

00112233445566778899AABBCCDDEEFF

Bang 1. D6 khuéch tan gifra cac cip ban mi cia mot
vai budce tinh toan khi thay doi mét bit ban ro

1 256 .
dH(tb)=EZIdH(CO,Cj)=I27,19(bl[) (15)
=

Két qua tinh toan d,, (C,,C ;) cua mot vai bude
thay ddi ban rd nhu trong bang 1.

Chu y: trong cdc bang 1, 3 cac ky tu hexa in dam
1a ky tu chira bit bi thay doi.

Thuyc hién 10 1an tinh toan teong tu nhu trén véi
tham s0 khoa k,,k, van chon nhu (13), ban 15 dugc
tao ngAu nhién cho mdi lan tinh toan. M lan tinh ta
cung thay doi lan luot timg bit tir 1 dén 256 cua moi
béan rd ban dau, ket qua cé dugce nhu trong bang 2.
Bang 2. Két qué ctia 10 1an tinh d¢ khuéch tan khi thay
doi ban rd

Do khuéch tan
trung binh

t Bén 1o ban ddu M . J

H(th),

1 BF621A5DCBA779FF81E36CD649F5CFB6 127.28
770AEB6C1866F6E3C8AL8EFEDB561068

AF508BBEEOCEADOAEO0230E0216D48B9
5BC3C8A3BF4A6AD7FBOD31585EE98F 9F

43FABI9F62753DF4D03556DD0DAA879A9
OE46D6859B63ECTF3C20F4B6EF175B4C

90349D10DE0244BESB5B96F10E6559EL
B1BE52564EE50307C13E11BB11A0OBAZA

5 4C49D70D5657DC30F945367D82F4D442 127.34
Y. , . . .. . . C905C14B8BEC84EC002346F285A35B39
Ban rd tai buéc | Bin ma tai buéc |
i dy(ty, &) 7C72111C7F84B941AAECSD09D518B2D1
(M) (CH ® | F7F186D6586964D47F7801ADA40FAROS 128.15
0011223344556677 71877CBA2367BA32 0 7 9F52132E8FE8666168E6B97C22DFER47T 127.58
0 8899AABBCCDDEEFF 4AFA1EF5B894D0CA (Chua 55C25F4DCBAOCFA193E18967B3C082DE
0011223344556677 02C3D5B87A1EF3D6 gbi
8899AABBCCDDEEFF AGFF644BF1FF4010 01) 8 AD817EE501A151F612F8DDF82E8736E3 128.23
BA9FBES74EBDACFC6B6F8590F524D500 .
1011223344556677 F8596D78B7F01ELC
8899AABBCCDDEEFF 1BFD93C76E61A525 3 9 S5B6BA487AESAL89F2F84E83ACB1791A0 128.43
! 0011223344556677 259462525D4F1020 135 08AF0ODY9E4F756F8188F8111A27D1D0CS
8899AABBCCDDEEFF FBEBOBOE4FE85395
10 F6954DD4D314B4E474AC3AE492973457 127.81
95053977F3E8868C279794983DD18998
001122334455667F 0731F31001CE3563 A A , N 5 A ’ ’
688 90AABRCCODEEFF | EAAF1881ATFAS5AC Do khuéch tan trung binh cta 10 1an tinh toédn:
64 0011223344556677 1B6BF9EB899E71ADS 128
8899AABBCCDDEEFF 0E4083A37ACTBAFA 1 10
dyw) = EZ%, =127,84 (16)
r=1
0011223344556677 | 8CAFFE01729BIEFE N . A ; ) . 2.
Lyg | 8899ARBBCCDDEEFT | 0D4051BDATTC611A 125 Tién hanh tinh todn d¢ khuéch tan khi thay doi
0011223344556677 5001A91E2E8D1358 kh, b d)\ k bq ~ d e~ A d h h 13
8899AABBCCDDEEFF 6A2AAC26FB120CDS 0a ban dau 0 ° an ro uOC glu Cco ul nhu ( )
, . , X 4
Da thice sinh tao khoa van chon k, =1+ % + x*,
0011223344556677 8B584F7F841CC9B4 , X
o5 | 8899AABBCCDDEEFF | B69915BBE2AODBSO 140 da thire dau ko dugc chon nhu sau:
0011223344556677 40800B7E51447C2A
8899AABBCCDDEEF7 C9359355F1D93E6B
Kooy = 012345678 9ABCDET
MOoi budc mo phong ta chi thay d6i mét bit ban Bit 64 (bit kiém tra)
~ A \ R+ 1A N . A A . ’ 1 1t Kiem tra
rd [6], tin hanh thay d6i lan lugt tir bit s6 1 dén bit thir ]
256 roi tinh khoang cach Hamming trung binh (ciing koiny = 0000.1000.0100.........1011.0111.1110
Ny A Midein — e ey AL — -—

chinh 1a d6 khuéch tan) ta duogc:

kO(hex): 0.1 .2 ... D.E .7
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Vikhoa k, phai co trong s6 1é nén ta diing bit thir
64 1am bit kiém tra. Néu tong 63 bit du tién 12 1¢ hoic
chan thi bit 64 twong ung la "0" hoac "1".

Véi khéa k, chon nhu trén thi trong sb ctia khoa
la W(k,)=31.

Tién hanh thay d6i 1an lugt timg bit ciia khoa ban
dau k, tir bit 1 dén bit 63 [6], ta tinh dugc do khuech
tén gitra cac cap ban ma d,,(C,,C;) cua timg lan thay

dbi, sau do6 tinh gi4 tri trung binh nhu sau:

63
a’H(,b)=éZdH(CO,Cj)=127,02(bit) (17)
j=1

Két qud tinh todn d,,(C,,C;) cua mot vai budc
thay doi khoa nhu trong bang 3.

Bang 3. Do khuéch tan giira cc cip ban ma clia mot
vai buédc tinh todn khi thay do6i mét bit khoa k,

j Kho4 ban diu
k

0.j

Bin ma Cj

d,(C,.C))

157A2A4A3FA24F 94
80DOEYBFF1B8B3F1
0 0123456789ABCDE7 D391B10032B69014 0

33F36C843E3E0A9S

AODED61415AB0544
68D8C11032A3577E
35523R44D67815CF
50554A4ECCAEL178

1 1123456789ABCDEF 125

2C1FB5DD6876DEGA
ODF72FDAODCE20EB
DEYEBEEF342C0B58
BOEA9F1D974D41D9

16 012B456789ABCDEF 136

BADB77A3EQADS5CSB
2D3613241F99504D
1A3E798C7DB6EB34
9F 68AFDIFBCB19AA

32 0123456F89ABCDEF 143

99EDD2569C7E1BAD
AC6BDABSE8B13D57
62466CA2A5696117
E5207E26DD6A345D

63 012345678 9ABCDEB 129

3. Ung dung h¢ mit vao mét ham bim khéng khoa
3.1. Mé td ham bim

Trong phan nay, chiing 61 4p dung hé¢ mat trén
vao mot ham bam khong khoéa MDC-2, c6 d6 dai ma
bam 512 bit. So d6 thyc hién ham bim nhu md ta trong
hinh 5.

So d6 ham bam gdm hai nhanh, mdi nhanh dwa
trén so d6 bam Miyaguchi — Preneel [7]. Khdi ma hoa
E 12 hé mat nhu dé xuat & muc 2. Ma bam dau ra cua
mdi nhanh bam s& dugc trao ddi xen k& 64 bit (cac khbi
A, B, C, D cua hai nhanh déu co kich thuéc 64 bit).
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Céc khéi g thuc hién viéc trich tron tir cdc ma
bam ca vong trude (H, ) dé tao cac khoa k, ; cho
vong hién tai. Cy thé, tir 256 bit md bim dau ra cia
tung nhanh, khoi g s€ trich 1ay 63 bit tir bit thir nhat
va cach nhau 4 vi tri, trc la cac bit 1, 5, 9, 13,... Bit thir
64 dung dé kiém tra tinh chan 1¢ cua , ;.

Pé bim khdi diu tién, ta phai chon mgt ma bam
khéitao H (256 bit) cho ca hai nhanh bam. Sau khi di
quakhdi g sé&cho rada thire dau k,, cho vong mi héa

dau tién, ma bam H, c6 thé chon tiy ¥.

lxi (512 bits)

i (1) i 2)
(256 bits) (256 bits)

H, ) A 4 v H;,; @
Tl [ele—{e]eT-
ko ) koj o
) ) 4
NV Y
U™ ANV
v v
[a]s]c]o] [a]B:]c]D]

ar====
Y VYVY V¥ v v ¢
|A1|Bz C1|Dz| |A2|B1|C2|D1|
v

H; Hi

v

H; (512 bits)
Hinh 5. So ¢6 ham bam khong khéa MDC-2
3.2. Pdnh gid d¢ khuéch tin ciia ham bim
Tién pénh tinh toan do khuéch tan 5:1’1a ham bam
khi thay doi dir liéu bam vai cac thong so nhu sau:
CGP tao ma trin ma héa cia E nhu biéu thire (9).

Da thtrc sinh tao khéa cua h¢ mat k, van chon

nhu (13), khoa nay dugc chon gidng nhau cho 2 nhanh
va duogc giir ¢ dinh khi tinh toan d¢ khuéch tan.

Ma bam khéi tao H ) (256 bit) cho cé hai nhanh
bam dugc chon nhu sau:

Ho = 00001111222233334444555566667777

18
88889999AAAABBBBCCCCDDDDEEEEFFFF ( )

Dit liéu bam dau vao x c6 dd dai 5120 bit dugc
tao ngau nhién (khi bam s& duoc chia thanh 10 khéi,
mdi khéi x, 512 bit).

Bang 4 12 mot vai két qua khuéch tan ma bam khi
thye hién mot tram lan thay d6i ngdu nhién mot bit bat
ky trong 5120 bit dit liéu bam dau vao. Tat ca cac lan
bam déu ding chung ma bam khai tao ban diu H, , nhu
trong (18). Khoang cach Hamming trung binh cua 100
1an bam tinh duge nhu sau:
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Zd (C,.C;)=243,48bit

19
1005 e

dH(tb)

Bang 4. Do khuéch tan cuia mot vai ma bam khi thay
doi dir liéu dau vao

Vi tri bi]
dit liéu
bam
thay dbi

TT Mai bam C; (128 s hexa <> 512 bit)

(Co,G)

5904935A3FA5737D04FDOC37D2535F25 0
477807BF98F0F6AA751D0OBIAB1IEICOCB
986CB4AB61C450A8A1F77395FDABTB49
4EAD87D518215183E65076050A011250

0 (Chua
thay doi)

1 3777 | 37B9AT0975EAT2287C4846BB128EBE25
4C6B3B22441FEA9AC6059883652A4BA6
7B5189536FB7D345C0D8DA623C90AB00

CD161FE4D60CE39589316681C89A9A04

247

2 3663 | AB347A544B3A0D8F8COF324571817FAE
42CBODB15922CBC43512A5A401EA655A
5987013635AFE7D2A23473EBC230D151

EAB78E9DF92A6AD8168EEE6016C8FI7E

247

0195C0427E13E466E7903732F9222147
1FD84F0970D08A8994E3456BB1B3CF43
1D3FDA7B6270745BF63D25C9890D85F 7
D24FFB7946174C5972AD70CF09FC02A5

50 1002

213DF5EF6494F68D98EAA69BICBEF 6A5 246
D35872AC5230F57B391D0470D7AAA95D
EFO0FDAS5D6153697960CA3FE7887AB42C

ES5BB3256E6EB698B009750BCA6ETDB5S

99 541

100 | 1559 |02233F2A5DEAD4903CC2BD7DB116CC3C
DA472A73FDAOLF3E2A1A2F604F9FFAE2
61F57D0E667BD6F53100B70E1ICB7AE3B

AB62B02B69DD2CI9EDD107E7B9697F91E
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Tién hanh tinh toan nhu trén 10 lan, mdi lan véi
dir liéu dau vao khac nhau (chon ngau nhién), ma bam
khéi tao H,, chon nhu (18), ta ¢6 két qua nhu bang 5.

Bang 5. Két qua 10 1an tinh khuéch tan ciia ham bam

T dH(tb), (bit) TT dH (1h), (bit)
1 242,09 6 243,61
2 243,44 7 239,44
3 241,48 8 244,60
4 248,34 9 251,15
5 241,72 10 244,30

Khoang cach Hamming trung binh cua 10 lan:

ZdH(tb)

244,02 (bit) (20)

H(tb}

4. Két luan

Hé mat ma khoi khoa dbi xang 256 bit nhu dé
xuat str dung cap so nhan cyclic trén vanh da thirc
Z,[x]/ x* +1 1am ham ma héa va céc khda con trong
céc vong mad héa. Hé mat gdm 2 khoa bi mat, tao nén
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tong s6 CGP ciing chinh 1a khong gian khéa la 2"
khéa, dam bao an toan trudc tdn cong vét can. So dd
ma héa cua hé mat xdy dung theo mang Feistel bon
nhanh khong cin bang, ciu triic ham ma héa fdon gian
va tbc dd ma hoa nhanh. Do khuéceh téan khi thay ddi
dit li€u ban rd va thay ddi khoa kha tét, dat xép xi mot
nira do dai tir ma (theo céc biéu thirc (15), (16) va (17)).

Vi myc dich xay dung cac ham bam co do dai
16n dé han ché phép tin cong ngay sinh nhat, bai bao
da ap dung hé mat dé xuit vao mot ham bam MDC-2
vGi 46 dai ma bam 512 bit, cac két qua tinh do khuéch
tan ctia ham bam ciing cho thiy kh4 t6t (theo biéu thirc
(19), (20)) Pé 6 cac danh gia hoan chinh vé ham bam
nay, can co cc khao sat danh gia thém vé céc tinh chét
khac ctia ham bam, nhu tinh va cham, khé tim nghich
anh...
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