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Abstract

Recently, deep learning has been widely applying to speech and image recognition. Convolutional neural
network (CNN) is one of the main categories to do image classifications with very high accuracy. In Android
malware classification field, many works have been trying to convert Android malwares into “images” to
make them well-matched with the CNN input to take advantage of the CNN model. The performance,
however, is not significantly improved because simply converting malwares into images may lack several
important features of the malwares. This paper proposes a method for improving the feature set of Android
malware classification based on co-concurrence matrix (co-matrix). The co-matrix is established based on a
list of raw features extracted from .apk files. The proposed feature can take the advantage of CNN while
remaining important features of the Android malwares. Experimental results of CNN model conducted on a
very popular Android malware dataset, Drebin, prove the feasibility of our proposed co-matrix feature.
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1. Introduction

As of April 2020, the market share of Android
operating system (OS) accounts for 70.68% on
mobile devices [1], which indicates the prevalence of
Android OS over the others. According to AV-Test
[2], in April 2020, there were more than 9 million
malwares discovered on operating systems, in which
1.29 million malwares were found in Android-based
platform. Although Android OS always offers
security updates periodically (currently Android 10 is
the newest), but with user habits that accept all
applications’ access requests, it is very likely that
their mobile phone might be injected with malware
and paved the way for hackers’ actions. Without
proper control of the app, the user is easily exposed to
safety threats.

Many applications containing malwares can
bypass the strict inspection of Google and make them
available on the Google Play Store [3]. Moreover, in
contrast to other platforms, Android allows users to
install an app from unverified sources such as third-
party websites or markets. This makes managing and
testing applications more challenging. In addition,
investigating an .apk file is more difficult than a
normal execution file because the information is not
only stored in one main file like Windows-based
system (PE file). Malware classification on the
Android platform is therefore still mandatory for the
software industry and a hot topic for the research
community as well.
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One of the most difficult issues when dealing
with Android malware classification problems is to
build up a good dataset, i.e., a dataset may have
various malware families and a balance of the number
of benign and malware files. Currently, there are two
popular Android malware datasets opening for
research groups, namely Drebin [4] and AMD [5].
These datasets include benign and malware-infected
set for analysis and testing. They have been being
used by many research groups from many prestigious
universities. Benign files are collected from the app
market and some other sources based on the
assumption that they are verified as clean. The dataset
is therefore a challenge for research teams working
on Android malware classification.

Recently, the convolution neuron network
(CNN) shows a great advantage in classification
problem. CNN was originally applied for image
classification (object identification, face
classification, medical imaging, etc.). CNN was then
applied to other classification problems such as
speech recognition, handwriting recognition, malware
classification, etc. By wusing a sequence of
convolution, CNN can learn the relationship among
pixels in an image, therefore it can help to increase
the final classification rate. In the malware analysis
field, to apply CNN, it is needed to find an effective
way to convert from a malware file into an “image”.
In other words, we need to extract features from
malware files and store them in a matrix-based
format. Many related works simply convert an .apk
file into a digital matrix (image) and treat it as input
for CNN [7-8]. This approach has two drawbacks as
follows: (i) CNN requires the size of all the input
“images” exactly the same but the size of .apk files
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are unequal, some paddings or cuttings are therefore
required, this reshape may affect the final
classification rate; and (ii) the “image” converted
from an .apk file may lack several features of the
original one such as API function list, permission
request, and/or the relationship among API and
permission, etc. In this paper, we propose to use a co-
occurrence matrix (co-matrix) to represent the
features, in which, one element of the matrix shows
the concurrency of two different features. This idea
comes with the assumption that malware may never
call only one API (or request only one permission)
but some APIs (or request several permissions).
Therefore, the concurrence of API calling and/or
permission requesting can be used as a feature to
distinguish between a benign and a malware one. In
addition, the co-matrix is a matrix so that it is
perfectly fit as the input of the CNN. It is hoped that
this proposed co-matrix feature can help improve the
accuracy of classification.

Related works on  Android malware
classification can be divided into two approaches:
based on conventional machine learning approach
and based on deep learning one. For the former
approach, D. Arp et al has introduced a dataset
named Drebin which is widely used by many other
research groups later [4]. The dataset contains
5,560 malware files and 126,051 benign files. For
classification, the author proposed to use SVM with
feature sets including used permissions, suspicious
APIs, network addresses which are extracted from
API files. The classification rate is about 94%. Rana
M.S. et al. evaluated Random Forest algorithm [6]
with a part of Drebin dataset consisting of
5,560 malware files and 5,560 benign files (the
number of malware and benign files are equal). The
feature sets are almost the same as in [4] except API
strings and URLs are added. The highest
classification rate reached 97.24%. However, this
result is only for binary classification, i.e., malware or
benign.

For the deep learning approach, in [7], the authors
proposed a dynamic routing-based Capsule network
with feature sets are collected by simply converting
malware binary files into color images. The
performance of Capsule network is compared to the
one of CNN on two malware datasets: Windows and
Android dataset. The Android one is a part of Drebin
dataset (4,000 malware files consist of 20 families
and 6,000 benign files). The results indicated that the
performance of Capsule network is almost the same
as that of CNN in the case of Windows malware
dataset (96.5% and 96.8% of accuracy). On the other
hand, the performance of Capsule network is
significantly higher than that of CNN in the case of
Android dataset (classification rate is 99.3% with
CapNets and 79.3% with CNN model respectively).
Based on these results, can we conclude that CNN is
not suitable for Android malware classification? It is
hard to answer immediately but one point can be
figured out is that simply converting Android .apk
file to image file seems to take away the links
between important features of Android malware,
which leads to a worse result when using CNN.

Using the same idea of converting to image
format, 7. H. Huang et al [8] proposed a color-
inspired CNN-based malware detection (R2-D2). The
system converts the byte code of classes.dex file from
Android archive to rgb color code and save it as a
color image with a fixed size. The image is then
input to CNN for automatic feature extraction and
training. The evaluated dataset was manually built
from Jan. 2017 to Aug. 2017 which contains
5,377 malware files and 6,249 benign files. Even
though the authors showed good accuracy of
classification (93%), evaluation on a self-build
dataset may have some biases.

Follow a different approach, Zhiwu Xu et al. [9]
did not convert .apk file into image but “.smali file”
(running code on Dalvik Virtual Machine). The
.smali file is then converted to digital matrix by using
Control Flow Graph (CFG) and Data Flow Graph
(DFG) algorithms. The digital matrix is treated as an
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Fig. 1. System model for Android malware classification
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input for the CNN model. The authors collect 24,485
benign files and 3,166 malware files for testing, and
50,501 benign files and 7,406 malware files for
training. Those files were collected from several
sources including Darvin, Drebin, VirusShare,
ContaigioDump.  The  accuracy of  binary
classification is very precise, 99.5%. However, the
proposed method is only applying for malware
detection, not for malware classification.

In paper [10], Chenglin Li et al. have used two
datasets including 5,560 malwares of Drebin with
5600 benigns, and 24553 malwares of AMD with
16,753 benigns. The authors proposed a Factorization
algorithm, the feature set was the same as that used in
Drebin work [4], the classification results with Drebin
and AMD dataset were up to 99.46% and 99.05%
respectively. Other machine learning algorithms such
as SVM, NB-G, NB-B, NB-M, MLP. also produce
very high classification rates on the Drebin dataset,
especially MLP reached up to 99.73% rate. In these
papers, both the AndroidManifest.xml and
classes.dex files are used to convert into *.smali files,
these *.smali files are then used to extract internal
features. In the paper, the author also created a
correlation between the features and sought to choose
the appropriate algorithm for the dataset. However, it
is necessary to classify many families of malware
instead of just the two classes benign and malware.

In summary, the traditional machine learning
approach requires complex feature extraction work in
advance. The feature sets for Android malware
normally are API calls, permission requests, network
address, URL, etc. For the classification step, many
algorithms could be applied such as SVM, Decision
Tree, MLP, etc. The final classification result mainly
depends on the quality of extracting feature sets. On
the other hand, deep learning approach, the CNN,
does not require feature extraction in advance but
needs a large number of labeled samples. Moreover,
CNN requires an effective way to convert Android
.apk file into matrix-based format. Some works
indicate that simply converting Android .apk file to
image is not efficient.

This paper proposes to use co-matrix feature as
input to CNN. We evaluate the proposed feature by
evaluating the CNN in two scenarios: with and
without using co-matrix. Experiments are conducted
on the malware dataset provided by Drebin including
5,560 malware files of 179 families. To evaluate the
performance, we use metrics like ACC, F1, FPR, PR,
RC. It is found that when using the co-matrix, the
accuracy average of CNN increased from 95.78% to
96.23%.

The remaining of the paper is structured as
follows: in section 2, we show system modeling and
implementation idea. Section 3 describes in detail the
feature extraction process. Section 4 discusses the
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machine learning algorithms used to classify benign
and malware families in this paper. In section 5, we
describe experimental results. Section 6 draws some
conclusions and points out future work.

2. Implementation Idea

Figure 1 shows the implementation idea of this
paper. To prove the effectiveness of co-concurrence
matrix feature, we set up two scenarios with and
without using co-matrix feature computation module.
The process is as follows:

- From .apk files, the raw feature extraction
module extracts features including API call
strings, and permission requests.

- For the baseline architecture, the raw features go
to the Normal matrix formation module. The
module converts the raw features, in string
format, into a vector by using a dictionary of
API calls and permission. Each element in the
vector has one of two values: 1 or 0 depending
on whether we can find the API or the
permission in the current .apk file or not. The
vector is then reshaped to a matrix which is
latter treat as the input of CNN. For the
proposed architecture, raw features go to the co-
matrix feature computation module. The module
forms a matrix based on the concurrence
appearance of two APIs or permissions in the
.API file.

Algorithm 1: Convert string features to number

Input: ;
dictionaryFeatures: dictionary of all APIs and permission;
listFeaturesFile: list of APT and permission string of a file;
Output: vectorOutput: feature vector;
length = length(dictionaryFeatures);
vectorOutput = new vector(length);
for i=1; i < length; i++ do
aFeature = dictionaryFeaturesi];
if aFeature exists in listFeatureFile then
| vectorOutputfi] = 1;
else
| vectorOutputli] = 0;
end
end

Algorithm 2: co-concurence matrix computation algorithm

Input: ;
vecFeature: feature vector;
Output: ;
coMatrix: co-concurrence matrix;
length = length(vecFeature);
coMatrix = new Matrix(length, length);
for i=1; i < length; i++ do
for j=1; j < length; j++ do
if vecFeaturefil == 1 and vecFeature[j| == 1 then
| eoMatrix[i][j] = 1;
else
| coMatrix]i][j] = 0;
end
end
end
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- Next, CNN module is applied to learn the
features and to classify the apk files into benign
or specific malware families.

3. Features Extraction
3.1. Raw Feature Extraction

An .apk file is essentially a compressed file with
the following structure:

- META-INF/: this folder contains description
information from java jar file

- Res/: this folder contains the source material
- Libs/: this folder contains libraries

- AndroidManifest.xml:
information about
services.

contains configuration
access rights and used

- Classes.dex: this file contains java bytecode of
the .apk file

- Resources.asc: contains pre-complied resources
such as string, colors, styles.
k

Input ~ CreateFile (CF) INTERNET_ACCESS (IA)
Vector 1 N BN 1

@k by k @(k + 1) by (k + 1)

3 F "

Fig. 2. Output matrix with different size

To extract features from .apk files, we can
utilize many tools such as Apk tool, Dex2jar,
Baksmali, Androguard, Jadx, Jd-gui, Androidpytool.
In this paper, we use Androidpytool to extract
features. All the features are static analysis ones
extracted from two files: AndroidManifest.xml and
classes.dex.

From the raw feature sets, we remove the
outliers by keeping only topmost 200 popular APIs
appearing in all .apk files. These features, in the form
of strings, are input of the next module in the process
chain as mentioned in Fig.1. Algorithm 1 illustrates
the implementation to convert from string features
into number vector.

3.2. Proposed Co-Matrix Feature Computation

After converting raw features in string form to a
vector of numbers. The next step is to reshape this
vector to a matrix which can be used as input of CNN
latter. This step may have a huge impact on the final
classification results. The reason is that the order of
features might be changed a lot when we reshape the
vector to different matrix size. Figure 2 illustrates an
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example of forming output matrix with different
sizes. Due to the fact that a harmful malware tends to
call an API together with another one or a permission
request (e.g., the API CreateFile might be called
together with INTERNET ACCESS permission in a
malware). CNN can learn the relationship between
these two elements if they are located close to each
other in the output matrix, i.e., in case of forming
matrix as k£ by k. In contrast, CNN may lose the
information if we form the output matrix in different
sizes, i.e., (k+1) by (k+1), as shown in Fig.2. Hence,
using CNN, the order of elements in the input vector
also affects the final classification rate.

Our proposed co-matrix can solve the problem
of input elements reordering because the co-matrix
focuses on the concurrence that appears between two
elements rather than a single element.

The co-matrix was first mentioned in 1957 when
linguist J.R Firth [15] referred to the relationship
between words in a sentence. A word is represented
semantically by the words around it, so the placement
of words will affect the meaning of the sentence. The
co-matrix is described as follows:

Roses | Are | Red | Sky | Is | blue
Roses | 1 1 1 0 0 |0
Are 1 1 1 0 0 |0
Red 1 1 1 0 0 |0
Sky 0 0 0 1 1 |1
Is 0 0 0 1 1 |1
blue |0 0 0 1 1 1

Here, the co-matrix is now connected in each
word of the paragraph. We apply this idea to the
Android malware features. The implementation of co-
concurrence matrix computation is described in
Algorithm 2.

Co-matrix is currently used in image
classification problems as in [16-19]. Co-matrix is
currently used in word recognition, image, or face
classification problems.

4. Malware Classification Based on CNN Model

CNN model has shown state-of-the-art
performance in many fields including image
recognition, natural language processing, and

malware classification [20, 21].
4.1. Input

The input is stated as a matrix of numbers, this
input matrix can have the form of vector or NxM
matrix. One or several matrices could be used as
input.

4.2. Convolutional Layer

The convolution layer uses a sliding matrix,
with the number of sliding matrix £ is the number of
matrices in the convolutional layer. If the input is of
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NXM matrix, then there are k& NxM matrices in the
convolutional layer.

Each convolutional layer uses an activation
function to produce the result for pooling. Without
this function, a complete neural network will move in
a linear direction from a node’s input to its
corresponding output.

ReL U function is used to transform the input to
the maximum of either zero or input itself and it is
defined by Equation (1).

0 whenx<0

Relu(x) = { )]

x whenx>0

4.3. Pooling Layer

Each matrix in the Convolutional layer will be
processed to reduce the number of features. Pooling
layer takes the representative for each matrix in
Convolutional layer based on Formula (2):

Ykij =FUNC)Ckpq (2)

(p.q)eny
where:

Y,; - Output value k of mapping feature
x,,, - Element (p, g) stored pooling 7, .

FUNC is often used as MAX or Average.
4.4. Fully connected layers

When passing through all the convolutional
layer and pooling layer, the features will be
represented in vector form, namely flatten layer. The
neuron will proceed through the hidden layer to the
output layer. The neuron from flattening layer to
output layer will be fully connected via hidden layer.
For each connection from neuron 4 to neuron B, there
will a weight number, and the final weighted matrix
is the result of the training process.

Table 1. Two CNN inputs

The output layer is the labeling layer, which
decides which label is assigned to which file.
Softmax activation function is often used to compute
the j* output value according to Equation (3):

e”

1@ =7
e

Figure 3 shows the CNN model used in this
paper. An input data can go through many CNN
models. We use two CNN models with each model
being a feature group with different dimensions of the
input matrix, after going through the convolutional
and pooling layers, the features will be combined
before putting into neural network to classify the
output. In this experiment, we use three convolution
and pooling layers to pre-process the input data, then
one flatten layer of the matrix to form a one-
dimensional vector and traverse the hidden layer of
1024 neurons and 180 output labels. Table 1
describes the use of the two-input CNN model when
applying co-matrix with two API and Permission
feature groups.

€)

I 111

Fig. 3. CNN having multi convolutional networks

Permission396x395

T

AP 200200

Input (I) 398x398 Input(II) 200x200
Conv_1(I) 398x398x32 Conv-+1(1I) 200x200x32
Pooling1(I) 199x199x32 Pooling_1(II) 100x100x32
Conv_2(I) + Pooling_2(I) 100x100x64 Conv_2(II) + Pooling_2(II) 50x50x64
Conv_3(I) + Pooling_3(I) 50x50x64 Conv_3(II) + Pooling_3(II) 25x25x64

Flatten (III) 50x50x64+25x25x64 = 200.000
Hidden (IV) 1024
Ouput (V) 180
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5. Experiments
5.1. Experimental Setup

This work uses Drebin dataset to evaluate the
proposed scheme. The dataset includes 5,438
malware files with 179 families and 6,732 benign
files including applications and games [22]. For
feature extraction, there are many internal feature
groups like permissions, APIs, services, urls, intents,
etc. However, in this work, we only focus on getting
permission and API features (including system calls
and function calls in the program).

We used top 398 permissions and top 200 API
function calls that are used the most in all files.
Therefore, each .apk file will have 598 raw features.
We compute the co-matrix for each permission and
API group, which generating 158,404 permission
features and 40,000 API features. All features are
stored in a .csv file as input for machine learning
algorithms.

The data is divided into two sets:
Set 1: 598 features based on permissions and API.

Set 2: 198,404 features after using the co-matrix of
598 features in set 1.

These two sets were used as input to CNN
model. For each set we divided into groups using 10-
fold technique, i.e., dividing the data into 10 equal
parts of samples having both benign and malware,
with 80% for training, 10% for validation testing, and
10% for testing. We cross-tested 10 times and took
the average of the classification results.

5.2 Experimental Results

Experimental results according to 10-fold and
the average classification are shown in Table 2.

Table 2. Classification with CNN model

Set CNN model (%)
Raw features Co-matrix features

1 93.59 93.26
2 95.68 95.98
3 96.12 97.48
4 95.29 97.07
5 96.97 96.86
6 97.1 96.06
7 97.41 97.14
8 97.47 97.24
9 95.38 96.77
10 92.00 94.46
ACC 95.78 96.23
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Table 3. Measurements used

MEASURE DESCRIPTION
TP The malware is true
N The benign is true
FP The malware is false
FN The benign is false
ACC (TP+TN)/(TP+TN+FP+FN)
PR TP/(TP+FP)
RC TP/(TP+FN)
Fi-score 2*PR*RC/(PR+RC)
FPR FP/(FP+TN)

Table 4. Measurements evaluate effectiveness (%)

MEASURE CNN CNN with co-matrix
PR 97.6 98

RC 91.9 92.63

Fi-score 94.66 95.25

FPR 1.56 1.3

ACC 95.78 96.23

It can be seen that using co-matrix has increased
the average ACC by 0.58%, and the classification
difference among 10-fold runs has also decreased
from 5.5 (using raw feature set) to 3.98 (using co-
matrix). It proved that the links between features did
affect the classification results. When using co-
matrix, both the quantity and quality of the feature
sets are improved. With this method, we do not need
to care about the trade-off between changing the
matrix size and the classification performance. The
input of co-matrix is a symmetric matrix [z x n/, after
going through convolutional and pooling layer we
will obtain correlated neurons between benign and
malwares. The results will have better weight after
training.

We used some added metrics to evaluate the
effectiveness of proposed feature as shown in Table 3
and Table 4. It can be seen that the PR metric when
using co-matrix feature increased by 0.3% compared
with that of raw feature set. The Fi-score metric is
also better, 0.58 when using co-matrix features.
Overall, using co-matrix feature improved the ACC
of the classification compared with using raw features
set. However, the drawback of the proposed co-
matrix feature is that the matrix size is quite large and
thus requires high computation cost.

We also test our proposed co-matrix feature
using another machine learning algorithm, Decision
Tree (DT). The classification results are shown in
Fig.4. As we can see, co-matrix is not so suitable for
DT because the classification rate with co-matrix
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feature was 0.1% lower than that of raw feature. This
leads to a conclusion that co-matrix is good for CNN,
since in CNN, we have convolutional and pooling
layers that create the relationship among features. In
contrast, DT uses branches, so the co-matrix feature
makes the computation of branching more
complicated.

96,5
96
955
95

Decision Tree

94,5
CNN

HSetl Set 2

Fig.4. Classification results
6. Conclusion

In this study, we proposed to use co-concurrence
matrix to represent Android malware features. The
proposed co-concurrence matrix can be used as input
of CNN model. Experimental results show the
effectiveness of the proposed feature compared to the
baseline using raw features.

This paper focuses only on the feature set
improvement of Android malware but not the
modification of CNN model. In the future, we will
improve the feature sets by adding more features in
static analysis and dynamic analysis [23-25], hybrid
analysis [26-28]. We also plan to embed the co-
matrix since it is now quite spard.
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